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Product Editions

Application Virtualization Explorer now comesin three different editions. Collectively these are referredin
this documentas “Application Virtualization Explorer”.

e Application Virtualization Explorer Express (later “AVE Express”) supports viewing but not saving
out App-V 5.0 or newer packages

e Application Virtualization Explorer (later “AVE”) supports viewing and saving App-V 5.00r newer
packages.

e Application Virtualization Explorer Professional supports viewing and saving both legacy App-V
packages (up to App-V 4.6) as well as App-V 5.0and newer packages. Application Virtualization
Explorer Pro comesintwo separate binaries, one forlegacy App-V package operations (“AVE Pro
Classic”) and one for App-V 5.0 package operations (“AVE Pro”).

System requirements
Application Virtualization Explorer can be run on the following Windows versions:

e Windows7 RTM or newer

e Windows Server2008 R2 RTM or newer

e Windows 8 RTM or newer

e WindowsServer2012 or newer

e Windows 10 preview versions (experimentalsupportonly)

Application Virtualization Explorer supports operating systems above in both 32-bit and 64-bit editions.

Please note that Windows operating systems from Windows XP SP3 to Windows VistaSP1, while
technically capable of running AVE Pro for legacy App-V packages, are now not officially supported by
Gridmetricif any problems are encountered when using Application Virtualization Explorer Professional
on these platforms.

Additionally, Application Virtualization Explorer requires following component(s)to be installed on each
machineitisrun at:

e Microsoft .NET Framework version 2.0SP2 runtime or newer
or
Microsoft .NET Framework version 3.51 SP1 runtime or newer
or
Microsoft .NET Framework version 4.0 (FULL) runtime or newer

AVE Express, AVEand AVE Pro (in handling App-V5.0and newer packages) all require usage of useraccount
havinglocal administrative rights on the machine or userbeingable to elevate to as administrator.

AVEPro Classicin handlinglegacy App-V packages does not require administrativerights.
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Features and benefits
Application Virtualization Explorer provides following features and benefits:

e Supportfor opening, inspection and export of data containedin all current (AVE Express, AVEand
AVE Pro) and past App-V package formats (AVE Pro Classiconly)

e Supportfor opening, inspection and export of data contained in legacy App-V Client’s cached files
(PKGfiles) (AVEPro Classiconly)

e Supportfor easy editing of all aspects App-V package’s contents (with the exception of ACLediting)
through GUI interface, includingimporting new contenttoit

e Supportforwritinginspected and/or modified App-V packages back to the diskin all past (AVE Pro
Classiconly) and present (AVEand AVE Pro) App-V package formats

e Convertinglegacy App-V packagestonewerformat (AVE Proonly)

e Supportfor creation of empty App-V packages from scratch for manual content build through
Application Virtualization Explorer’s Ul functionality

Please note that Application Virtualization Explorer does not support creation of new App-V packages using
installation monitoring. Furthermore, affecting changesto an existing package using change monitoring —
type of operationis not supported.

Support for 64-on-32 and 32-on-64 bitness operations

Eventhough Application Virtualization Explorer makes it possible to openandalsotoeditany App-V
package whenrunningeitherin 32-bit or 64-bit Windows, official supportability matrix from Microsoft
requires that packages originally created with 64-bit Sequencershould always be edited in 64-bit system
and vice versa.

Thisrequirementis mainly in place to make sure that 32-bit and 64-bit specificordependent directories
(such as but not limited to: C:\Program Files, C:\Program Files (x86), c:\Windows\System32 and
c:\Windows\SysWwOW64) and registry branches will notinadvertently be written using wrong encodings
and locations while saving a modified package. Please see more thorough discussion on possible limitations
and issues formixed 32/64 —bit operation in legacy App-V packages Gridmetric’s blog at
http://blog.gridmetric.com/2011/09/26/possible-caveats-in-mixing-32-bit-and-64-bit-app-v-packages-and-
environments/.

Note that to comply with this concern, users of Application Virtualization Explorer are also advised to edit
64-bit originated App-V packages only in 64-bit Windows and 32-bit originated App-V packages only in 32-
bit Windows with Application Virtualization Explorer. Any deviation from this recommendation is done on
sole responsibility of the userand the resulting package will not be supported by the Gridmetricor
Microsoft. Using Application Virtualization Explorer to only view or examine of mixed bitness packages
normally doesn’t cause problems as such, but resolved mappings (e.g. file-system paths) of registry values
etc. might not be fully trusted in this scenario. Examining 64-bit packages on 32-bit operating systemcan, in
rare cases, resultof inability to correctly decode the virtual registry due to overlapping path entries as key
names.
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Getting started

What is Application Virtualization Explorer?

Application Virtualization Explorer is an advanced all-purposes Microsoft App-V virtualapplication package
editorand troubleshooting software.

Application Virtualization Explorer packs number of exiting and advanced featuresinto easy touse and
understandableinterface, going far beyond the capabilities of package modification using Microsoft —
provided built-in tools and what other 3™ party App-V package -capable editors or viewers can offer.
Application Virtualization Explorer targets all the use cases for App-V packages regardless of their
deployment methodologies orinfrastructures; be it SCCM —based usage, App-V’s nativeinfrastructure,
lightweightinfrastructure or custom delivery methods using App-V package MSls.

Application Virtualization Explorer can be used by all App-V administrators, virtual application packagers
and support personnel alike; requiring easier, more streamlined and straightforward editing of package’s
contentthan what is available with using the other options on the market.

Installing Application Virtualization Explorer

Application Virtualization Explorer is supplied in Windows Installer format (MSl) for easy or/and automated
deployment to your computer systems.

Depending onthe Windows installation you will have to use either 32-bit or 64-bit installer package, both
which are named using the following format:

AVE_Professional_majorversion.minorversion.patch_architecture.msior
AVE_ majorversion.minorversion.patch_architecture.msior
AVE_Express_majorversion.minorversion.patch_architecture.msi

Majorversion, minorversion and patch will signify version number of the Application Virtualization Explorer
(suchas 4.2.0), while architecture signifies target platform which can be witherx86 for 32-bit systems or
x64 for 64-bit systems. Please note that 32-bitinstall package does notinstall to 64-bit Windows and vice
versa.

If you are upgrading fromthe previous version of Application Virtualization Explorer, you canjust run the
MSI package as normal and it will automatically replace existing version present on the system.
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Licensing

After Application Virtualization Explorer has beeninstalled (.. Application Virtualization Explores i

and before itcan be used, you must supply a valid license key File Tool | Help |

toit. | Enter license information... |
AVE User Guide

Dependingonthe license bought, Application Virtualization Official App-V Resources R

Explorerislicensed either per machine and each separate Community App-V Resources  »

machine requires anindividual Application Virtualization About

Explorerlicense, orperuserinwhich case each separate user
requiresandindividual Application Virtualization Explorer license.

For multi-user machine scenarios —such as Terminal Servers or Remote Desktop Session Host servers —
Application Virtualization Explorer will need a specificmulti-userlicense keywhen operatingin per machine
licensing mode.

Application Virtualization Explorer will automatically prompt you for license information upon application
startupif ithas not beensetalready. You can also access license registration function from the Help menu
(AVEPro Classiconly), using Enterlicense information, if the licenseinformation has not yet been supplied.

To supply license for Application Virtualization Explorer, you need to enter license key to the field marked
as License key. If the license key is pernamed usertype license, then the licensee name needs to be
supplied to the Licensee name —field which will be enabled. In the case of per machine license, no
additional name needs to be used.

Please make sure thatyou enterboth the key, and optionally the name, exactly as you got them from the
license purchase confirmation email.
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Working with App-V packages in AVE Pro Classic

Application Virtualization Explorer supports loading of App-V packages in two different ways:

e Loadingfull App-V Package (recommended)
e loadinga SFT-fileonly

Upon openingthe package file(s), Application Virtualization Explorer will decode the contents of all the files
intoan in-memory representation which means thatany and all changes made to the package won’tbe
persisted until the package is saved from Application Virtualization Explorer back to the disk directory.

This feature will enable asafe editing of the packages without the issue of accidentally overwriting original
package files.

You’ll have several different methods available for opening an App-V package using Application
Virtualization Explorer:

e Usingload —functionality in the File -menu

e Drag & drop of package file from Explorer

e Double-clicking SPRJ or SFT file in Windows Explorer

e Accessingrecent package listonthe program’s main screen
e Using package repository browser

Loading package from menu

To load package using menu functionality, select either Load App-V package or Load SFT file command
fromthe File —menu. This will open astandard Windows file browser which allows you to select either SPRJ
file (in case of openingfull package) or SFT file (in case of openingjust a SFT file) that you want Application
Virtualization Explorerto openforyou.

Descriptions of the differences of two package types are given below:

Full App-V package

-

Full App-V package —with both binary contents in SFTfile
and all associated metadata such as applications being
published from package in OSDfiles —is loaded by using
standard App-V SPRIJ (project) file as found in the package
source directory.

Application Virtualization Explorer [licensed to: Gridmetr

File | Tools  Help
| 4 Load App-V package... Ctrl+0

Load package from repository..  Ctrl+Shift+0
W Load SFT file...
W Load PKG file... Ctrl+Alt+0

Usingthis file as a reference, Application Virtualization

Exploreristhenable toload all the otherfiles makingup

the complete package. Note that while SPRI file actually does notlist all of the files but only the most
importantones (SFTand OSDfiles), Application Virtualization Explorer will detect the remaining filetypes
(icons, manifestand MSI) from package’s directory.
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Although the detection mechanismtries to excludeany files thatdo notactually belongto the package, we
recommend that no more than one virtual application package is stored in a given directory as opposed to
storing multiple different packagesall inthe same directory. Failing to do so may cause some of the
package data or files be detected incorrectly.

If one or more of the critical package files (SFTand OSDfiles) cannot be found according to what islisted in
the SPRI file, Application Virtualization Exploreris unable to load the package and you will have to adjust
the SPRIJ file manually using text editor before being able to openitsuccessfully with Application
Virtualization Explorer.

SFT file

In additionto opening up the whole package whichisthe

recommended and normal workflow for handling App-V [ Application VenmEaton E R e i
virtual application packages, Application Virtualization File | Tools Help
Explorerisable toopen up just the SFT file which holds the i Load App-V package... Ctrl+0

Load package from repository...  Ctrl+5Shift+ QO

actual file contents and virtual environment (VE)
configuration, such as virtual registry, for the package.

|0 Load SFT file...

When opening the package in this mode, there will be no possibility for you to make any publishing—
related changes to the package. Saving out changed SFT should therefore be limited to scenarios requiring
just contentviewingorsimple in-place modifications of the actual resource contents of the package, i.e.
changingthings without advancing SFT version number, adding new history entry and so forth.

Since none of the original associated package files (like SPRJ or OSD files) will be updated to reflect changed
package configuration aftersaving SFT file only, making changes that change the naming of SFT will cause
the whole package to not be correctly associated between various package files.

Accessing recent package list

While working with the packages, Application Virtualization Explorer will store list of most recently opened
package into user—specificregistry and will display list of those package paths both in the File -menuand
on the main program interface when no package is currently open.

This allows quick access to recent package should you need to switch between set of packages very often
and simply clicking a package’s path will start loadingit.
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Using package repositories

In addition to specifying manually a

Open package from repasitory =" ﬁ‘
folderandfile toopen, Application e -
Virtualization Explorer supports pre- . il Eg =

. . RIF 2 Al
settinga number of file-system paths Autodesk  Autodesk DWG  SAP GUITZ -

Design Revie... TrueView 201... Englich
which will eachrepresentalogical Wine0Spackages

package repository. “ @ @

41056test Tzipvl Tzipal AAcRdT a1 abiwordwl abiwordwv2  Acrobat_Adob..

Each package repositoryisaroot of

‘ ‘ ) L4 : :
some folderhierarchy —be it App-V \/l e L ﬁ'} % %

Acrobat_Adob... Adobe Reader9 Adobe Reader 9 amayal7 angip.wvl AppleQuicktime AppleQuicktime

ManagementServer’s content — b v

[ - | [ - | - = - - - i
directory or standardized virtual Seenning repositories for pockages.. :

application storage locationinthe |
organization’sfile server—underwhich multiple packages can be found.

The idea of package repositoriesisthatthey will offeraquickand visual way to access a large collection of
App-V packages without requiring knowing exact location of each. These locations are then scanned by
Application Virtualization Explorer and indexed so that the repository browser can quickly display all
available packages once visited for the first time.

Before repositories can be browsed, atleast one path
to a repository hasto be defined. Thisis done through
Repository Settings in the Application Virtualization

Application Virtualization Explorer

File | Tools Help

] . o Create »
Explorer’s Options —screen. Afteratleast one pathis

set, repository browser can be started using Load J

package from repository—command in the File — | Load package from repository.. Ctrl+Shift+0 |
% Load SFT file...

@ Load PKGfile.. Ctrl+Alt+0

el el . g il Lol |l gl st e et ol il A

Load App-V package... Ctrl+0

menu.

SO

When repository browseris started, all available
packagesfound fromthe repository are displayed (and updated in the backgroundif operating over large
number of packages and/orbehind network path), grouped by the repository.

cipackagesiay  Application Virtualization Explorer willname the package in the browser list according

. package name —information foundinthe OSDfile, but placinga mouse cursor over package

oA for a while willshow full file-system path to the package in a tooltip for furtheridentification.
Alutodesl_c

DesignRevie. package icons can additionally containaversion numbertothem (ifenabledinthe

repository options and Manifest XMLfile is present for package), which allows identification of newest
package if repository holds multiple generations of the same individual package.

Double-clicking a package or selecting package and pressing Open will start loading the selected package
and repository browser will close.
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Performing package suiting / merging

If you already have an App-V package or SFT file openin Application Virtualization Explorer, you can
simulate the effects of App-V’s Dynamic Suite Composition (DSC) - or dynamicsuiting —technology by
loading additional SFTfiles into same view as the primary package.

Application Virtualization Exploreris able to perform this suiting operation in two different ways:

e App-V-style dynamicsuiting (the default)
e Full merge of data from suited package

Note that regardless of the selected method, only SFT file will be loaded from additional package and any
published applications from secondary package will be ignored.

Normal App-V Dynamic Suite Composition

When doing standard App-V -style merging of packages,
additional SFTfile is loaded side-by-side to the original
SFT file sothat the package files willappearunderone
common root (representing root of the virtual drive),

-
14 Suite in additional SFT file

Additicnal package load options
@ Mormal App-V Dynamic Suite Composition
) Full merging of packages

and registry data from both (or several) packages will ) Merge Files Merge VE Overwrite on conflict
be mergedintoone single registry. d

(Open i) (once ]

If package is opened using this mode, resulting package
cannot be saved with Save Package functionality as two or more virtual environments are not really merged
but rathercombined together.

Full merging of packages

Full merge suiting will create one single unified package out of two or more separate virtual environments,
which can then be saved out as all additionally loaded data becomes logically part of the primary package.
Evenin this case, please note that only SFT file’s contents willbe loaded from secondary package(s) and not
any of the published applications, virtualized environment variables etc. which may be setin the secondary
package. For these, you will have to re-define any missing shortcuts orvariables using Application
Virtualization Explorer’s functionality after merging operation.

With the full merging mode, you have possibility to set following options before additional SFTis loaded to
furtherlimitwhatwill be mergedin:

e MergeFiles
Specifiesif any of the files from the additional SFT filewillbe merged under primary package’s
directoryroot.

e MergeVE
Specifiesif any of the virtual environment’s contents (virtual registry and virtual services) files from
the additional SFTfile willbe merged into primary package’s VE.
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Overwrite on conflict

Specifiesif datareadin fromthe secondary package will overwrite datain the primary package if
thereis conflicting entries (filesin the same path, registry valuesin the same key). If this optionis
not set, original entries won’t be overwritten and any such data from additional SFTis discarded.
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Working with App-V packages in AVE Express, AVE and AVE Pro

Application Virtualization Explorer supports loading of App-V packages only through the main .APPV file,
which loads the full package along with the main package file.

Upon openingthe package file(s), Application Virtualization Explorer will decode the contents of all the files
intoan in-memory representation which means thatany and all changes made to the package won’tbe
persisted until the package is saved from Application Virtualization Explorer back to the disk directory.

This feature will enable asafe editing of the packages without the issue of accidentally overwriting original
package files.

You’ll have several different methods available for opening an App-V package using Application
Virtualization Explorer:

e Usingload package —functionalityinthe File -menu
e Double-clicking APPV file in Windows Explorer
e Accessingrecent package listonthe program’s mainscreen

Loading package from menu

To load package using menu functionality, select the Load Application Virtualization Explorer Professional Edition |
package command from the File —-menu. This will opena File | Action Tools Help
standard Windows file browser which allows you to select # (Create new App-V package Ctrl+N
APPV file that you want Application Virtualization Explorer to 8l Load package Ctri+L
open foryou B3  Load package from repository..  Ctrl+Shift+L
' Import 4.X package
. . . : Recent v
Both the binary contentsin APPV file and all associated =e=n
. . L . . Save pack Ctrl+5
dynamicconfiguration files willbe loaded in one go; e lage » rh_;t ;
. . . . . . . 23VE package as.. LTrl+Shit+35
Application Virtualization Explorer will detect dynamic S— S~
. . . X . o ackage history Ctrl+
configurationfilesinthe same directory asthe APPV file itself . i
Close Ctrl+
and load themintothe package configuration asan alternate @ b

configuration contexts.

Although the detection mechanismtries to excludeany files that do notactually belongto the package, we
recommend that no more than one virtual application package is stored in a given directory as opposed to
storing multiple different packages all inthe same directory. Failing to do so may cause some of the
package data or files be detected incorrectly.
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Using package repositories

In addition to specifying manually a
folderandfile to open, Application
Virtualization Explorer supports pre-
settinga number of file-system paths
which will each representalogical
package repository.

Each package repositoryisaroot of
some folderhierarchy, forexample a
locationinthe organization’s file-server
under which multiple packages can be
found. With App-V 5.0 this could be the

.
¥ Open package from repository SRR X

s H v W B &% @ :

Microsoft Office Microsoft Office MonoDevelop Mozilla Firefox 3 New Menu Test Nitro PDF Rohitab API
Viewers Visio 2010 (32-... with GtkSharp (x86) Reader 20...  Monitor v2 - x86

€« ®Q Qg % 2

Rohitab API Scribus Skype 32-bit Skype6 - TortoiseHG ~ TortoiseSVN 1.8  VFS Mapping
Monitor v2 - x86 English (64-bit) Test 2014-10

e W K 0 OA A9

‘Windows Live WinRAR 4.2 WinSCP (x54) Visual Studio VLC Media VLC Media Zend Studio 8
Essentials 2012 2010 Ultimate  Player (prima... Player (VF5)

T

i
Zune Software

m

Cancel

same repository path as used by the ManagementServerif published through file -share.

The idea of package repositoriesisthatthey will offeraquickand visual way to access a large collection of
App-V packages without requiring knowing exact location of each. These locations are then scanned by
Application Virtualization Explorerand indexed so that the repository browser can quickly display all
available packages once visited for the first time.

Before repositories can be browsed, atleast one path
to a repository hasto be defined. Thisis done through

. . . . . e File | Tools Help
Repository Settings in the Application Virtualization c
K + reate 4
Explorer’s Options —screen. p
w Load App-VY package... Ctrl+0
Aftersetting atleast one path, repository browsercan | Load package from repository...  Crl+Shift+0 | J
be started using Load package from repository— W loadSFTfile.. "
commandin the File —menu W Load PKGfile... Ctrl+Alt+0
A wﬁ_m“w‘j

Application Virtualization Explorer

When repository browser is started, all available packages found from the repository are displayed (and
updatedinthe backgroundif operating overlarge number of packages and/or behind network path),

grouped by the repository.

cpacksgesiay  Application Virtualization Explorer willname the package inthe browser listaccording

‘ package name —information foundin the APPV file, and by placinga mouse cursor over
RET package for a while you can get full file-system path to the package in a tooltip forfurther
Autodesk identification.

Design Revie...

Package icons additionally contain a package’s version number, which allows identification of newest
package if repository holds multiple generations of the same individual package.

Double-clicking a package or selecting package and pressing Open will start loading the selected package

and repository browser will close.
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Importing 4.X packages

Application Virtualization Explorer Professional edition has the additional capability of
importing/converting existing App-V4.X (orolder, provided that the .SPRJ file isavailable) into App-V 5.0
format.

This allow you to load your existing legacy App-V packages and save them into anew format directly inside
AVE, without needing to use package conversion functionality in the Sequencer. As an additional plus, AVE
tries to convert package scriptingand lift some of the application extensions (but notall) directly from the

virtual registry content within the original package.

Importing legacy App-V packages using AVE can be done through Import 4.X package —command in the File
—menu. For conversion, AVEwillneedthe SPRIJ filewhich hasvalid referencesto the all OSDfilesand SFT
file making up the 4.X package.

Please note that it is possible that some legacy App-V packages cannot be mechanically converted by AVE
and you should always test the converted package thoroughly after conversion! Especially scriptsand
integration points may need to be rewritten, and some legacy technologies that worked with App-V4.X
may behave differently with App-V5.X virtualization.

Accessing recent package list

While working with the packages, Application Virtualization Explorer will store list of most recently opened
package into user—specificregistry and will display list of those package paths bothin the File -menuand
on the main program interface when no package is currently open.

This allows quick access to recent package should you need to switch between set of packages very often
and simply clicking a package’s path will start loadingit.

gridmetric



Creating new App-V packages in AVE Pro Classic

In additionto beingable to open any existing App-V package, Application Virtualization Explorer supports
creation of new App-V packages directly within Application Virtualization Explorer and without needing to

use Sequencerorothertoolsforthe purpose.

Currently the supportfornew package creationislimited toinitiallyempty packagesonly (i.e. not
performing any installation change monitoring or snapshotting of the system), which will need to be
manually constructed furtherin Application Virtualization Explorer by using contentimportation

functionalitysuch asimportingfiles and
directoriesand importing registry files.

To start new package creation, select
Create -> Empty App-V package from the
File—menu.

Meozilla Firefox 4 - Application Virtualization Explorer

| File | Action  Tools Help

| & Create »

Empty App-V package |

+  Load App-V package... Ctrl+0
Load package from repository...  Ctrl+5Shift+ O

% Load SFT file...

Wl Load PKG file... Ctrl+Alt+0

A bl N A T At Bt e e B S s St it i Sl A

P A

L

Before a new package can be created, you will have to supply few relevant parameters forthe package

initialization. These are:

e Package name

Unique name forthe App-V package.

e Root directory name

Name of the root directory for an internal directory structure and one that will be mounted tothe
Q: drive ona client. By defaultthe same name as the package name will be usedforroot directory
name, butyou can customize if you want. If the root directory is longerthan 8+3 naming

convention, randomly assigned short name will automatically be generated.

e Package bitness

If the resulting package will be 32-bit (default) or 64-bit one.
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Creating new App-V packages in AVE Express, AVE and AVE Pro

In additionto beingable to open any existing App-V package, Application Virtualization Explorer supports
creation of new App-V packages directly within Application Virtualization Explorerand without needing to
use Sequencerorothertoolsforthe purpose.

Currently the supportfornew package creationislimited to Application Virtualization Explorer Professional Edition
initially empty packagesonly (i.e. not performing any File | Tools Help

installation change monitoring or snapshotting of the | 4 Crestenew App-V package  Ctrl+N

system), which willneed to be manually constructed further » Load package Ctrl+L

in Application Virtualization Explorer by using content Recent E
importation functionality such asimporting files and Save package Crl+5
directoriesand importing registry files. et e

To start new package creation, select Create new App-V package from the File —-menu.

Before a new package can be created, you will have to supply few relevant parameters for the package
initialization. These are:

o Package name
Unigue name forthe App-V package.

e PVAD path
Path of the Primary Virtual Application Directory for the package. Thisis the path underwhich the
package root will be virtualized to on a client, and Microsoft guidelines recommend using the
intended installation path of an application forthe PVAD (e.g. “C:\Program Files\MyApp”).
However, if you do not wish to use the default path that Application Virtualization Explorer
suggests, you can click “Generate Random PVAD under system root” linkand geta random
directory path as PVAD.

o Package bitness
If the resulting package willbe 32-bit (default) or 64-bit one.
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App-V Client PKG files (AVE Pro Classic only)

Application Virtualization Explorer Professional was the first

3 party App-V —related tool in the market being able to open Mozilla Firefox 3 (x86) - Application Virtualization Explo
up and view PKGfiles used by the App-V Client to store File | Tools Help
cached user and machine settings per package basis. To this i Load App-V package.. Ctrl+0
day, Application Virtualization Explorer is still the most Load package from repository...  Ctrl+ Shift+O
. . % Load 5FT file...

comprehensive tool to examine and export datafrom the :

R . Load PKGfile.. CtrisAlt+0 |
settingfiles. L5, pyitein SFfile.. L LD

Please note that Application Virtualization Explorer does not allow saving of modified PKG files, only
viewing them!

PKG files purpose is to contain changes to package’s virtual environment (virtualized files and virtual
registry) during App-V package execution onthe client and the exact physical location depends on both
what type the modified fileisand which process effected the change.

Currentgeneration of App-V Clients stores these cached settingsin two distinct places in the system, PKGs
for each package in separate subdirectory:

e Inuser’scachedirectory
e In App-V Client cache directory

In the user’s App-V cache directory —by defaultunderroamingapplication data
(C:\User\account\AppData\Roaming\SoftGrid Client\ in Windows Vistaand neweroperating systems) —
the PKG file is called UsrVol_sftfs_v1.pkg. This files stores changes both to User —type filesand all changes
to a virtual registry done by the processes runningin user’s context (i.e. applications launched by the user

using App-V Client), visible only forthat useraccount. Normally this fileis the first of two mostinteresting
onesforexamination.

In the App-V Client cache directory, C:\ProgramData\Microsoft\Application Virtualization Client\SoftGrid
Client\AppFS Storage\ in Windows 7 and newer operating systems holds the rest of the PKGfiles applied
pereach App-V package:

-

Open cached settings file

@'\Jﬂ |« AppFSStorage » LSBMBGAS.TA7-B1A1D402-DFAT-4891

Tl e M il | e

Organize * Mew folder
Y Favorites Mame Date m
W GlblVol_sftfs_v1_S-1-5-18.pkg 18.9.20
3l Libraries < GlblVel_sftfs_vl_5-1-5-20.pkg 212.20
W GlblVol_sftfs_v1_S-1-5-21-4084310487-34... 21220
1M Computer W UsrVol_sftfs_v1.pkg 212201
Ei_i Metwork
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These PKGfiles are as follows:

o UsrVol_sftfs_vl.pkg
Changes done to User —type files by select few system processes. These changes are visible only to
those selected processes and due to very limited number scenarios involving said processes making
changesto App-V package’s VE, this file is most likely empty.

o GlblVol_sftfs_ vl S-1-5-20.pkg
Changes done to Application —type files by system —level processes. These changes are visible only
to those system processes, such as virtual services running in the package’s context.

This file also holds virtual environment configuration for system processes.
o GlblVol_sftfs_v1 SID.pkg

Changes done to Application —type files by user’s normal processes. Thisfile is second of two most
interesting ones as it likely contains some modifications tofile contents.

Note that since thisfile hold’s reference to SID for useraccount, there could be multiple of these
PKG files per package in Remote Desktop Session Host —or Terminal Server —machine.

Applying PKG to a matching package

In additionto be able to load PKG ,—ﬂ

filesjustforstandalone viewing,

Application Virtualization Explorer
contains feature to merge changes
in PKG file to SFT file itis based on.

B PKG file contains cached changes for currently opened SFT file. Do you
¥' want to merge those changes to the main package instead of viewing
them?

You can activate this feature by first | ves || N |
loading App-V package or SFT file

youintendto merge changesto,

and thenissuing Load PKGfile functionality and selecting any PKGfile which is based on currently loaded
package. Application Virtualization Explorer will detect (from unique package GUID that all App-V packages
carry) that PKG beingloaded matches alreadyloaded App-V package and offers to perform merge
operation:

By answering Yes, Application Virtualization Explorer will merge all changed files and registry entries from
the PKG file to open App-V package, resulting fully combined contents.

By answering No, Application Virtualization Explorer will close underlying package and open PKGfile for
normal stand-alone viewing.

Note: PKG files can contain lot of extraneous files and registry entries for App-V Client (such as
settings.cp files) and Windows itself. It is not advisable to save resulting merged package as-is without
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any manual cleanup, as this may severely interfere with client’s operation when running package merged
this way!

Extra icons for PKG files

When PKGisopenin Application Virtualization Explorer, Files—view may display few extraicons from what
can be seen when normal App-V package isopeninthe same view.

These extrafolderandfileiconsare:

I_\} Afile reference inside PKGfile to original file in associated SFT file. Thesefiles are notactually
storedin PKG files, butinternal references to unmodified files. Application Virtualization Explorer
will not by default show these files, butthey can be seen by selecting “Show references to
unmodified files from SFT” from the View —menu

a A file thathas been created anew in the virtual environment and then subsequently deleted.

D A file thatisinoriginal SFTfile but hasthen been deleted inside virtual environment.

Viewing PKG statistics

When PKG file isloaded and openin Application Save package as... Ctri+Shitt+5
Virtualization Explorer, basicstatistics aboutit can be o PKG file statistics

viewed by using PKG file statistics—commandin the File e I g g At e el et o g
menu.

Thiswill open astatistics —screen, having followinginformation displayed about PKGfile’s contents:

e Currentsize of the PKG file . PKG file statistcs (B
e Size of the data currently storedinside the Current size of the PKG volume: 537088 bytes
P KG fi I e File data s.tored insiti.e tf:e volume: 358411 bytes
Current file data utilization: 66,73 %
) Curre nt data ut|||zat|on Of the Wholef||e Biggest file in PKG volume: PluginManagerPlugins.xml |
. . . . |
o largestfilestoredinside the PKGfile
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Saving packages in AVE Pro Classic

After making any changes to the package that you want to persist, package needs to be saved out (re-
encoded) back tothe disk. As a safety mechanism, Application Virtualization Explorer will not make any

changesto original files during package editing - only to a memory-based copy of the data - so you are free
to change anythinginside the package and be able to revert back to clean state if you do not explicitly save

Autodesk_Mavisworks Freedom_2011_ENG - Application kf
File | Action Tools Help j
& Create > Ei
o Load App-V package... Ctrl+0 1

Load package from repository..  Ctrl+5hift+0
W Load SFT file...
W Load PKG file.. Ctrl+Alt+0 0
25 Suite in SFT file... Ctrl+D
Recently opened +
|._, Save Ctrl+5 | i
- Save package as. Ctrl+Shift+5 (f
#®  Import to lecal App-V Client 1
£ Package properties Ctrl+1 {
= Package history Ctrl+H 4
k4 Close package l}
€ Exit
Lo S —M--—J

changes back.

Under those circumstances where itisallowed ordesirable to
save overan existing package - the original source opened to
Application Virtualization Explorer - a simple Save -command
(or Ctrl+S using keyboard shortcut) can be invoked from the File
—menu. This command will save the whole package back to disk
using same settings for SFTfile generation as was the original
source (e.g. compression, SFTfile-format etc.) without
prompting any additional information.

Dependingonthe use-case, before saving any packages you
mightalso want to change saving —related general optionsin
the Application Virtualization Explorer’s Options —screen first,
which will control preservation of the source SFTfile after
package has been saved successfully out, amongothers.

Alternativechoice is to use Save package as —-command (or Ctrl+Shift+S using keyboard shortcut) in the File

—menu, which will first promptyou fora package —related save options before doing anything, described

below.

To prevent making accidental choice of
saving 32-bit originated packages on

Application Virtualization Explorer running

on 64-bit operating system orsaving 64-

bit originated packages on Application
Virtualization Explorer running on 32-bit

operating system, opening save options
screen will prompt forwarningif bitness

mismatchis detected.

==

32-bit App-V package detected in 64-bit mode

| Please note that saving changes to 32-bit App-V package in 64-bit

! . operating system may result unexpected end-results in some situations
and is not officially supported.

To ensure maximum compatibility, use 32-bit operating system to edit
32-bit App-V packages.

Re-saving package inincorrect bitness may lead to a non-working virtual environment configuration and
should be avoidedinall production type of scenarios!
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Save package options

With save package options, you can [ qmy—rm— 5=
control resulting save more detailed Path to save directory:
instead of just saving back to the - ]
originating directory with existing (i.e. Save options
source originating) parameters. @ Saveas full package Package format: | Current format (4.6) v

*) Save only SFT [T] Use compression Generate MSI
More advanced SFT -generation 9 Save only associated package files Add package version comments
settings are by defaulthiddenand Advanced SFT generation options o
needsto be expanded by clicking blue
downward pointing arrow on the right- sae ] [ Cancal |

handside corner.

Path to save directory

Thisis the directory where to Application Virtualization Explorer will write modified package files to.

By selectingadirectory from which the package was originally opened from, existin g package metadata
files (OSD(s), SPRJ etc.) will be overwritten and new SFTfile is generated, if package save is successful. In
orderto safekeep yourdata, Application Virtualization Explorer willnot overwrite any of the original files
during the progress of the save operationin case of errors occuring at any phase. Only after all files has
been successfully written will be the original ones replaced, expect for SFTfile for which the save behavior
can be setin Application Virtualization Explorer’s general options.

Save options

Basic optionsrelated to save operation.

Packagesavemode

You can selectone of three different modes for the saving:

® Save as full package
All of the package files will be created and written to the disk. Thisincludes both core files (SFT,
0OSD, ICO and SPRJ) as well as additional files (manifest and MSI) if newer package format (4.5 and
up)is selected.

If package was opened directly from SFTfile (and not SPRJ file), this mode is not selectable as
Application Virtualization Explorer won’t have enough information available to write otherfiles
besides modified SFTfile.

® Save onlySFT
Only SFT file will be created and written to the disk.
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® Save onlyassociated package files
All of the associated package files will be created and written to the disk. Thisincludes all files
besides SFTfile, which makes it possible to edit publishing data only with Application Virtualization
Explorerand re-use existing SFTfrom the source, which will be copied to the destination folderas-
is.

If package was opened directly from SFTfile (and not SPRI file), this mode is not selectable as
Application Virtualization Explorer won’t have enough information available to write otherfiles
besides modified SFTfile.

Package format
Specified fileformat to use for outputted package.
Note that if down converting newer package toan olderformat, some of the functionalities inside the

package dependenton newer format and capabilities can be lost. It is not advisable to downgrade
packages, if at all avoidable.

Use compression

If selected, datain the outputted SFT file will be compressed.

Application Virtualization Explorer uses ZLIB compression algorithm for compression in all cases, older
BZIP2 algorithmis not supported forsaving although Application Virtualization Explorer can still open old
packages compressed with that algorithm.

Generate MSI
If selected, package “wrapper” MSI will be generated along with otherfiles. This MSI file willallow

importing of App-V package to a standalone —configured client.

This optionis not available for pre-4.5format packages.

Add packageversion comments

If selected, Application Virtualization Explorer will prompt free-form comment related to this package save
and storesitinside the virtual registry as part of the extended history (if enabled). Application Virtualization
Explorer’s extended history information can be viewed in the package history —screen if history information

dataisrecorded and presentinsidethe package.

Enteringversion commentis highlyadvisable as it can create clear change documentation over multiple
versions of the same package, somethingthat native App-V package history does not record.

Note that if the overall saving of extended history is turned off in the Application Virtualization Explorer’s
general options, package version comments cannot be enteredin the save screen.
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Advanced SFT options

In additionto basicsettings, Application

Advanced SFT generation opticns @
Virtualization Explorer supports Sriesmia Regenerate GUIDs
additional encoding parametersforthe V| Increment package version V| Update Last Modified timestamps
SFT f||e . Remove version history information | Re-use previous Sequencer version number
| Generate new version history entry Block size (kB): |64 =

e L a " " . .
il .

Havingadvanced settings with default
states will resultin SFTfile thatis updated in the normal manner. Advanced parameters should not be
modified unless having specificreason to do so and clear understanding of the consequences changingany
of them:

e Savein as-ismode
Disables all otheradvanced settings and will resultin SFT file whichis identical to original SFT other
than the logical contents that has been updated.

This option could be used for situations requiring edits to SFT file which cannot be allowed to gain
traditional versionincrements.

Enabling as-is optionsis notrecommended when saving out packages that supersedes previous
versionsinany Active Upgrade -related scenario (e.g. using App-V Management Server or
StreamingServer).

e Increment package version
Increments internal package version number by one, if selected.

e Remove version history information
Clearsall past history entries from the package, if selected.

e Generate newversion history entry
Creates new “sequencing” history entry for the latest save, if selected.

e Regenerate GUIDs
Re-createsinternal package IDs, if selected. Please note that this will create completely new
package from App-V’s perspective and if using this option, itis strongly advisabletorename
internal root directory aswell from Files —screen before saving the package.

e Update Last Modified timestamps
Updates package modification timestamps, if selected.

e Re-use previous Sequencerversion number
If set (default)and when saving 4.0+ packages, Application Virtualization Explorer will use the exact
same Sequencerversion numberasisto be foundin previous history entry forthe package. If not
set, Application Virtualization Explorer will default to minimum Sequencerversion number
appropriate tothat App-V package version.

Block size

Allows customization of size of the data blocks that files inside the package will be splitto and encoded
with.
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Note that is not advisable to change block size after package has been originally created, as this will render
saved SFT file un-updateable to any clients that has earlier version of the package datain cache unless that
cached datais firstunloaded.
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Saving packages in AVE and AVE Pro

After making any changes to the package that you wantto persist, package needs to be saved out to the
disk. As a safety mechanism, Application Virtualization Explorer willnot make any changes to original files
during package editing - only toa memory-based copy of the data - so you are free to change anything
inside the package and be able to revert back to clean state if you do not explicitly save changes back.

Under those circumstances where itis allowed or desirableto save overan existing package - the original
source opened to Application Virtualization Explorer - asimple Save —.command (or Ctrl+S using keyboard
shortcut) can be invoked from the File —-menu. This command will save the whole package back to disk, to
the same directory and using same settings for package generation as was used in the original source
without prompting any additionalinformation.

Dependingon the use-case, you might also wantto change saving —related general settings in the
Application Virtualization Explorer’s Options —screen first, which will control preservation of the source
package files and backup after package has been saved successfully out.

If you wantto select where to save the package, or branch an existing package to acompletely new one,
you can use Save package as —command (or Ctrl+Shift+S using keyboard shortcut) in the File —-menu, which
will first promptyou fora package —related save options before doing anything; theseare described below.

To preve nt maklng accidental choice of 32-bit App-V package detected in 64-bit mode [ﬁ
saving 32-bit originated packages on
Application Virtualization Explorer running Please note that saving changes to 32-bit App-V package in 64-bit
. . . ! % operating system may result unexpected end-results in some situations
on 64-bit operating system or saving 64- and is not officially supported.
bit orgl nated paCkages on Appllcatlon To ensure maximum compatibility, use 32-bit operating system to edit

Virtualization Explorer running on 32-bit 32-bit App-V packages.

operating system, openingsave options
screen will prompt forwarningif bitness
mismatch is detected.

Re-saving package inincorrect bitness may lead to a non-working virtual environment configuration and
should be avoidedin all production type of scenarios!
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Save package options

With save package options,youcan [ # save package =5c=)
control the operation instead of just Path to save directory
saving back to the originating C:\App-V Packages\App-V SO\RTM\Calibre - ]
directory with existing package’s Save options
parameters. @ Save asfull package Package format ’Current format (5.0} 'l
_) Save only configuration files [T] Branch as a new package
[ Save ] ’ Cancel

Path to save directory

Thisis the directory where to Application Virtualization Explorer will write modified package files to.

Save options

Basic optionsrelated to save operation.

Packagesave mode

You can selectone of three different modes for the saving:

® Save as full package
All of the package files will be created and written to the disk. Thisincludes both core file (APPV) as
well as additional files (dynamic configuration files).

® Save only configuration files
All of the associated package dynamicconfiguration files (both Userand Deployment) only will be
created and written to the disk. This option skips savingthe APPV and MSl files.

Package format
Specified fileformat to use for outputted package.
Note that if down converting newer package to an olderformat, some of the functionalities inside the

package dependent on newerformat and capabilities can be lost. It is not advisable to downgrade
packages, if at all avoidable.

Branch as a new package

If this optionisselected, during the save operation all internal package IDs are re-created and package is
branches as new and independent [fromthe source package] App-V 5 package.
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Please note thatthis will create completely new package from App-V’s perspective, allowing old and new
package to co-exist side-by-side, and if using this optionitis strongly advisable to rename the package itself
and/orthe virtual applications before saving the package.

Other menu options in AVE Pro Classic

File menu

= [ =

Besides enablingcommands for creating a new package, i
opening up full packages, individual SFT files, additional SFT S A S EL5 4
. . . . . Package histo Ctrl+H 4
files (suiting) and PKGfiles as well as saving out edited s E 4
packages, File —-menu has the following functionalities: & Close package ;
€ Exit y
.J . L e Ja——— = ‘J
Package properties
Displays statistics and properties of currently opened SFTfile.
From the propertiesscreen, you canturnon paameranaey ves A
and off file-system ACLenforcement for T e e No i
App-V 4.5 and newer packages carryin i
PP . . P . g ry .g _Blockdata size: 22610227 bytes e
security descriptors forfiles storedinit. -~ - -
Package history
Displays save (orsequencing) history forthe package. e — =)
. ) . Version history: |[ 30.4.2011 1:01:21 ] CDGFI\kalle on GMWS01 ']
New history entry is automatically generated forall App-V Stancird histon information
. Version id: 238d19ad-blfc-485e-875e-328758340b0
packages in4.0 or newerformat, one pereaCh save. You Saved on: 30, huhtikuuta 2011 101:21
Save mode: Save
can use history entriestosee in which environmentthe Sequencervarsion: 46 RTMIntl 46020200
Sequencing account: CDGFRkalle
package was edited/updated, important factor to consider bt G
when lateron doing updatestoa package so that too big R .
environmental changes (like upgrading package inolderOS | o .
. . . B Last boot normal: Yes
than itwas previouslyupgradedin) won’t affectthe NET Framenorkversions 2050727355
Internet Explorer version: 8.00.7600.16385
u rad e. Media player version: 120760016385
pg Extended history informaticn
Creator application: Application Virtualization Explerer 2.2.01093
Package hlstory iS not Supported for pre SOftGrld 40 Based on package: . 570159d9- ca37-4575-a0f1-2bf7337793a1
Based on package version:  14259abl-8dd5-4461-a68c-53d91 cf34630
p a ckage S i i::i::;g:: ::D\fp::::::?:AVE\Autadask\DWG TrueView 2011\DWG True...
Version comments: Changed licensing key in VREG.
Extended history

In addition to standard App-V provided history information, Application Virtualization Explorer can
optionally save extended package history which is physically stored using package’s virtual registry.
Application Virtualization Explorer will record actual name and version of the application that saved the
package to overcome Sequencer version —fields limitation to accommodate 3" party applications, explicit
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package lineage (which is normally lostin package branching), source file information (to track actual
location used for getting the package) and version comments. Approval field is reserved and not currently
used by Application Virtualization Explorer.

Since extended history informationisimplemented through virtual registry, other manufacturers can add
supportfor Gridmetric’s extended App-V package history by adding custom values into appropriate virtual
registry branches (REGISTRY\MACHINE\Software\{Extended History\VID\Package version number) and/or
using Gridmetric—provided values that Application Virtualization Explorer will recognize.

Import to local App-V Client

If you have Local import of package —plugininstalled, imports currently open App-V package (the version
that can be found on the disk) to the locallyinstalled App-V Client (4.5and neweronly).

Close package

Closes any open App-V package, suite of packages or PKGfile.

Exit

Existsand closes Application Virtualization Explorer.
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Tools menu

Tools—menu has the following functionalities:

Options
Displays options screen for Application Virtualization (" Application Virtualization Explorer Options W 5
Explorer. | General | package M|

General settings
You can access both general Application Virtualization Drive letter for simulating virtual package drive:
Exploreroptions as well package MSI —related options Decode SFT files with just-in-time block scanning (fast)

. . . A ically check updates for Application Virtualization Expl
fromthe tabSInthe Opt|0ns_screen,and rep05|t0ry_ [] Automatica ly check updates for Application Virtualization Explorer

related options through Repository settings —button. Warnings
Enable warnings on VFS attribute changes

Enable warnings on virtual registry attribute changes

Drive Ietter fOI‘SimuIating Virtualpackage drive Enable warnings on saving of 32-bit packages on 64-bit systems
and 64-bit packages on 32-bit systems

If the local machine does not have App-V Client Package save settings

. . . . Create back: f original SFT wh ing t direct:
installed,you have to specify virtual drive letter that W) Create backup copy of original SFT when savingto source directory
[] Delete original SFT file when saving to source directory

Application Virtualization Explorer will use internally | Enable saving of extended history inside the package
when doing encoding and decoding of text stringin the Enable saving of source file path in extended history
[T] Always ask for version comments when saving

virtual registry and virtual file-system.
Enable saving of AVE state information in Q5D files

Selectingdrive letterhas no effect outside Application

Virtualization Exploreritself and thus any free drive e r-w—

letter suffices aslongas yourememberto referto
virtual drive using that letter.

If Application Virtualization Explorer detects that the local machine has App-V Clientinstall, it will be
automatically queried and virtual letterin App-V is also used to signify virtual drive letterinside Application
Virtualization Explorer.

Decode SFT files with just-in-time block scanning

If set, Application Virtualization Explorer will decode SFT files without scanning through every single DATA
block containedinside it.

Readingin SFT files without DATA block scan (default) makes initial SFT opening afast process, especially
overnetwork shares. If data blocks are not scanned duringinitial load, each access to DATA block lateron
will once incurslight delay as headerneeds to be scanned at that time. Thisis most evident whenfiles are
selectedin Files & Folders—view and block information needs to be displayed, and when saving a package
to disk as Application Virtualization Explorer needs to access all data blocks from the source SFT file (latest)
at that point.

Automatically check updates for Application Virtualization Explorer

If set, Application Virtualization Explorer will check for product updates once every two weeks and inform if
a new versionisavailable fordownloading.

gridmetric



Application Virtualization Explorer User Guide

For update check to work, machine has to have active Internet connection sothata HTTP request can be
made to Gridmetric’s servers. Note that Application Virtualization Explorer will not update itself
automatically under any circumstances, only a version check is performed.

Create backup copy of original SFT when saving to sourcedirectory

If set, Application Virtualization Explorer will rename source SFTfile after package has been saved
successfully back tothe originating directory instead of [default] deletion of the source SFTfile. If save
operationis not performed back to the source directory butratheran alternative directory path, this
setting has no effect. Likewise, if the save operation for some reason does not succeed, source SFTis kept
intact.

This setting can be overridden using Application Virtualization Explorer’s Group Policy Administrative
Template.

Delete original SFT filewhen saving to sourcedirectory

If set, Application Virtualization Explorer will delete source SFTfile after package has been saved
successfully back tothe originating directory, unless SFT backup optionis selected instead. If save operation
isnot performed back to the source directory but ratheran alternative directory path, this setting has no
effect. Likewise, if the save operation for some reason does not succeed, source SFTis keptintact.

This setting can be overridden using Application Virtualization Explorer’s Group Policy Administrative
Template.

Enabled saving of extended history insidethepackage

If set, Application Virtualization Explorer will save extended package version history insidethe package’s
virtual registry, providing more information about particular saved version in the package’s lifespan.

This setting can be overridden using Application Virtualization Explorer’s Group Policy Administrative
Template.

Enablesaving of sourcefile path in extended history

If set, Application Virtualization Explorer will store path to a source SFT file as part of the extended history
information. You may wantto considerdisabling this optionif not wanting to reveal sensitive
environmental factors for future administrators or upgraders for the package.

If extended history saving overall is disabled, this setting has no effect.

This setting can be overridden using Application Virtualization Explorer’s Group Policy Administrative
Template.

Always ask forversion comments when saving

If set, Application Virtualization Explorer will always prompt for version specificcomments, forming part of
the extended history for particularsaved version.
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These comments are prompted during normal saving and if using save options dialog, appropriate optionis
automatically selected but can be turned off at that stage. Version comments are good way to document
what change wentinto particularedit with free-formtext.

If extended history saving overallis disabled, this setting has no effect.

This setting can be overridden using Application Virtualization Explorer’s Group Policy Administrative
Template.

Enablesaving of Application Virtualization Explorer state information in OSD files

If set, Application Virtualization Explorer is allowed to save custom OSD element(s) to hold internal state
information forfuture edits. Currently only feature in Application Virtualization Explorer to support this
data is extrainformation stored for DynamicSuiting (DSC) links. If the optionis not set, Application
Virtualization Explorer will not save any extraneous information inthe OSD but some Application
Virtualization Explorer —specificinformation about the package may be lost.

To conform to an official OSD schema, Application Virtualization Explorer does not augment pre-existing
OSD elements with additional attributes but rather generate completely new —and private — XML elements
into OSD to hold state information. These custom elements are preserved and carried on by the Sequencer
if package happensto be editedinside it.

This setting can be overridden using Application Virtualization Explorer’s Group Policy Administrative
Template.

Warnings

Warnings for operationsin Files view or Virtual Registry view having possible unintended side-effects can
be enabled (default) ordisabled at will. Also awarning for bitness mismatch on save dialog can be disabled
or enabled (default).

Use custom MSItemplate

Specifies apath to the custom MSI template, whichwillbe (= -
used when Application Virtualization Explorer saves out Package Ml

App-V package MSI file instead of the default Microsoft MS] generation

. L MSI |
Sequencer—compatible one. 1] Use custom Mol templte

‘ibuildserver\appviappvpackage. msi

Browse filesystam..

If you have need to customize the package MSI file (one Digital signature
that |mports the App_V package |nt0 cl |e nt) _add a Digitally sign saved MSI (requires Microsoft's Signtool)
. . . Digital certificate file (PFX):

branding or remove/change functionality —you can set \buildservenappcetficate phe
Application Virtualization Explorer to use any customized gt ceniinte prssord Brosse flsyar
MSI template aslongas it derives fromthe defaultone || =
because Application Virtualization Explorer makes E——————

) L . . L. N \Wbuildserver\appvisigntool.exe
assumptions on specific properties andfiles stored init E—
duri ng Save Ope ration_ Timestamping URL: | http://timestamp.verisign.com/scripts/timstam =
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Afterenablingthe option, you will need to specify afull path toa MSI template file.

This setting can be overridden using Application Virtualization Explorer’s Group Policy Administrative
Template.

Digitally sign saved MSI (requires Microsoft’s Signtool)

Enables support for post-save digital signing of resulting package MSl file. The signingis done by external
Microsoft’s tool, called Signtool, freely available from Microsoft’s website or Windows SDK.

Afterenablingthe option, willneed to specify following parametersin orderto signing to be successful:

o Digital certificate file (PFX)
A full path to the digital certificatefile, in PFX format, that will be used for signing. At this time
certificatesinthe local Windows certificate store cannot be selected, but the certificate has to exist
as afile.

o Digital certificate password
A private key password for selected digital certificate file.

e Signtool.exe location
A full path to the signtool.exetool.

e Timestamping URL
Timestampingserverto use totimestamp digital signature. Either Verisign’s or Comodo’s server
can be used, regardless of the issuer of the digital certificate itself.

When package MSI saving has been done otherwise, Application Virtualization Explorer will try to
invoke the Signtool utility from the specified path using the specified parameters.

If the digital signing fails however (due toinvalid path to the tool itself orthe certificate file, orforany
otherreasons), package save inwhole does notendin error. Please check the resulting MSl file that the
Digital Signature is applied by taking properties of the MSI file in Windows Explorer, and verifying that
tab called Digital Signatures exists and it contains a valid signature.
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Repository -related settings

Displays settings related to Application Virtualization
Explorer package repositories.

App-V package repository settings &J

Repository lecations

c:\Packages\AVE
Vfins09\packsges Each repositoryisa directory path (local or network)

el

pointingtoa root of the directory hierarchy containing
multiple App-V packages. These repositories can then
be used as easy way to access particular App-V

Add path.. Remove path
Repository settings

package without browsing back and forthin the
directories like when opening package through normal

Load package version numbers (requires Manifest file)

Accept Cancel

Application Virtualization Explorer load interface.

Repository locations

Contains file paths for each separate repository location. You can use Add path and Remove path -buttons
to add or remove locations at will.

When removingarepository path, Application Virtualization Explorer will prompt for deletion of cached
data related to that repository. This data contains list of packages last seeninthe repository as well as
cachedicon data, which together will allow Application Virtualization Explorer to quickly pre-populate
package listin the repository browserand then update in the background. If you delete the cached data
and then lateron add back the same repository path, Application Virtualization Explorer has to perform
package detection from the scratch — possibly time-consuming operation over network share —instead of
making use of previously cached information.

Load packageversion numbers

If set, Application Virtualization Explorer will detect version number of the package in each founded
package locationinside repository and overlays package icon with this version number. This has the
advantage of quickly displaying which out of possibly many revisions of the same package is the most
recentone.

Note that version numberis read fromthe package manifest XMLfile instead of accessing SFTitselfso
version number cannot be shown forolder SoftGrid packages having no manifest withiit.

Copy DSC snippet

If you have DSC codebase snippettool —plugininstalled, allows copying of Dynamic Suite Composition —
reference (CODEBASE element) of the currently open package. This can then be pasted manually into other
App-V packages’ OSDfiles.
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Edit object exclusions

If you have Editor for object exclusion —plugin installed, allows editing of virtual object exclusions of the
currently opened package.

Troubleshooting

If any of the troubleshooting —related plugins have been installed (such as Viewer for App-V variables or
Viewerfor changed and added files), they can be found and accessed from the Troubleshooting —
submenu.

Help menu

Help—menu has the following functionalities:

Enter license information

Usedto supplyvalidlicensee name and license key before Application Virtualization Explorer can be used.

If Application Virtualization Explorer already has valid license loaded, this menu entry is not visible.

Application Virtualization Explorer User guide

Opensthis documentation.

About

Displays Application Virtualization Explorer version and copyright notices.
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Other menu options in AVE Express, AVE and AVE Pro

File menu

Besides enabling commands for creating new package, opening up existing packages as well as saving out
edited packages (AVEand AVE Proonly), File—menu has the following other functionalities:

Package history
Displays save (orsequencing) history for the package. e R PO )
. . . Version history: |[30.4.2011 1:01:21 ] CDGFI\kalle on GMWS01 'l
New history entryis automatically generated forall App-V Standar history information
. . | Version id: 238d19ad-blfc-485e-875e-328758340b0
packages, one pereach save. You can use history entries to Sovedom . hutikouts 021 10521
. . . . Save mode: Save
see in which environment the package was edited/updated, Sequencervezion: 46 RTMIntl (16020200
Sequencing account: CDGFRkalle
important factorto consider when later on doing updates to Swecehoe o
indows version: indows -bit]
a package sothat too bigenvironmental changes (like prtgeungte e
upgrading package in older OS than it was previously | T N
. , | Last baat normal: Yes
upgradedin) won’taffectthe upgrade. NETFramenorkversions 20507214858
Internet Explorer version: 8.00.760016385
Media player version: 12.0.7600.16385
Note that AVE will identify itself as “Sequencer” packaging Extended history information
Creatar application: Application Virtualization Explorer 2.2.0.1093
englne n hlstory as the Ap p_V Sequencer IS enableto Show Based on package: 570159d9-ca37-4575-a01-2bf7337793a1
Based on package versicn:  14259abl-8dd5-4461-a68c-53d91cf84630
any history entries when custom enginename is used. P Cpockeg s AT AUoes DG Trctien DWG Troe-
Version comments: Changed licensing key in VREG,

Close package

Closes open App-V package.

Exit

Existsand closes Application Virtualization Explorer.
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Tools menu

Tools—menu has the following functionalities:

Options

Displays options screen for Application
Virtualization Explorer.

Application Virtualization Explorer Options @

General settings

Automatically checkupdates for

. . . . . Automatically check updates for Application Virtualization Explorer
Application Virtualization Explorer

Warnings
If Setl Application Virtualization Explorer Enable warnings on saving of 32-bit packages on 64-bit systerns

will check for product updates once every and 64-bit packages on 32-bit systems
Package save settings

twoweeksandinformifanewversion is

. N Create backup copy of eriginal package files when saving to source directory
available fordownloading.

Delete original package files when saving to source directory

. Allow overwriting of existing package files on target directory
For update check to work, machine hasto

[] Do not append version suffix on save

have active Internet connectionsothata

HTTP request can be made to Gridmetric’s [ Repository settings... | [ save |[ cance |
servers. L

Notethat Application Virtualization Explorer will not update itself automatically under any circumstances,
only a version check is performed.

Create backup copy of original package files when saving to sourcedirectory

If set, Application Virtualization Explorer will copy all package files to asubdirectory undersource directory,
named afterthe package’s name and version, upon successful save. If save operationis not performed back
to the source directory but rather an alternative directory path, this setting has no effect.

This setting can be overridden using Application Virtualization Explorer’s Group Policy Administrative
Template.

Delete original package files when saving to sourcedirectory

If set, Application Virtualization Explorer will delete source package files after package has been saved
successfully back tothe originating directory. If save operationis not performed back to the source
directory butrather an alternative directory path, this setting has no effect. Likewise, if the save operation
for some reason does not succeed, source package files are keptintact.

This setting can be overridden using Application Virtualization Explorer’s Group Policy Administrative
Template.

Warnings

Warning for bitness mismatch on save dialog can be disabled orenabled (default).
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Repository -related settings

e — = Displayssettingsrelatedto Application Virtualization

Repository locations

CihvApp-V Packages\App-V 5.0

Explorer package repositories.

Each repositoryisa directory path (local or network)
pointingto a root of the directory hierarchy containing

Add path. Remove path multiple App-V packages.

e These repositories canthen be used as easy way to
access particular App-V package without browsing back and forth in the directories like when opening
package through normal Application Virtualization Explorerloadinterface.

Repository locations
Containsfile pathsforeach separate repository location. You can use Add path and Remove path -buttons

to add or remove locations at will.

When removingarepository path, Application Virtualization Explorer will prompt for deletion of cached
data related tothat repository. This data contains list of packageslast seeninthe repository as well as
cachedicon data, which together will allow Application Virtualization Explorerto quickly pre -populate
package listinthe repository browser and then update in the background. If you delete the cached data
and then lateron add back the same repository path, Application Virtualization Explorer has to perform
package detection from the scratch — possibly time-consuming operation over network share —instead of
making use of previously cached information.

Help menu

Help—menu has the following functionalities:

About

Displays Application Virtualization Explorer version and copyright notices.
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Package screens in AVE Pro Classic

Package configuration view

)
p G

Whenyou openup a full App-V package
using SPRJfile, Package Configuration
screen will show most common
parametersrelated to package’s overall
configuration.

On the bottom of the screen, you can
navigate between package settings and
MSI customization (if the source
package has MSI file associated withiit)

Inkscape 0.48.2 - Application Virtualization Explarer =NACE X

File  Action Tools Help

i Package Configuration | [, Files & Folders | #ff Virtual Registry | . Virtual Services [ [ Virtualized System View

' Package Configuration

General settings

Package name: Inkscape 048.2

Package comments:

[] Override published application(s) comments with package comments
Publishing settings (comman)
Load content from:

RTSP://%5FT_SOFTGRIDSERVER:554/Inkscape 0.48.2 sft [ Secure communication

Operating system visibility: 32 -bit ~ 64 -bit Visible in all operating systems
Minimum required client App-V 46 (4600) -

Virtual and runtime environment settings

0 co
Edit

nnnnnnnn t variables defined @ virtual envi

0 package scripts defined

screens, or switchinto published
applicationandfile association views
using appropriate folderlinks (Published
applications and File associations).

Aodscipt Editscripts Add packege configurstion

— r
b a

Published File Package Customize

applications associations  settings Msl

By default, package configuration view

Ci\packages\AVE\Inkscape 0.48.2\Inkscape 0.48.2.5prj loaded

displays package settings -screen.

Package Configuration Action -menu options

Whenin Package Configuration -screens, the Action menu contains following options in addition to possible
selection specificoptions:

o Rename core package files
Allows renaming of package files (SPRJ, Manifest and SFTfiles). If the names are customized,
Application Virtualization Explorer will use these names during package save. Thisfunctionalityis
generally needed when doing package branching.

o Change Sequencerdefaults
Setsor clears settings that relate to App-V Sequencer’s options forthe opened package. These
settings do not affect client operations or Application Virtualization Explorer, but rather the
situation if the package is later on updated using the Sequencer.

Package settings
These are the overall settings you can set per package basis.

Changingany of the settingsinthis screen will not only affect default OSD data (whichis the template fora
newly published applications forthe package) contained inthe SPRI file —if available, but also for each of
the associated OSDfiles that has already been published from the package (i.e. each separate applicationin
the package).
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Package settings screenisdivided into general settings, settings related to publishing and client visibility
and settings related to virtual environment and runtime.

Packagename

Overall name forthe package.

Package comments

Free-form comments forthe package.

If Override published application(s) comments with package comments —option is enabled below the
comment field, changing package comments will automaticallyreplace comments foreach published
application. When enabling this option, Application Virtualization Explorer will also promptif you want to
copy package commentsimmediately overto all published applications even before the comments are
edited.

Load content from

Streaming path fora SFT file if package is to be run at the App-V clientbased and SFT’s contentis accessed
on-demand basis (typically, but not limited to traditional App-V infrastructure or lightweight
infrastructure). By toggling Secure Communication —option on to the right, streaming path is automatically
modified between non-secure (RTSP and HTTP) and secure (RTSPS and HTTPS) protocols and port numbers.

This settingis not relevantif package is to be used with any standalone method (e.g. with associated MSI
file) and not streamed. Alsoin the case of SCCM integrated use orif ASR settings are used at the client,
streaming pathisoverridden from whatissetin OSD files.

Operating system visibility

Controls which operating systems package will be visible in. Published applications from the package won’t
show up inany of the operating systems not selected here.

| [Workstation v ||[v] Windows x
LIger\rvar 3 Windows Vista

Terminal Server 3 Windows 7

If you wish to make package visibleto any possible target operating system, enable Visible in all operating
systems—option.

Note that customizing operating system —based visibility on a package -level will overwrite matching setting
inall published applications.
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Minimumrequired client

Controls which App-V Client versions will load the package in.

App-V 4.6 (4.600) -

App-V 4.6 SP1
] App-vas |
B App-V 45 5P2 E
App-V 4.5 5P1
App-V 4.5 CUL
App-V4.5
SoftGrid 4.2
SoftGrid 4.1
SoftGrid 4.0
SoftGrid 4.0 - 4.2
SoftGrid 2.0 - 3.X

...r.'\l

Note that customizing client version —based visibility on a package —level will overwritesettingsinall
published applications.

Virtual and environmentruntime settings

Virtual environment

SEttIngs seCtlon a”OWS 0 common environment variables defined 0 wvirtual envirenments linked via DSC 0 package scripts defined
custom | Zat| on of V| rtu al Editvarisbles linkto packsge  Edit finks Addzcript . Editseripts Acd package configuration

Virtual and runtime environment settings

environmentasit - . romn e A - .
pertains to the whole package, instead of individual published virtual application.

Common virtual environmentvariables

Virtual environment vari ables’ whichneedstobe Edit virtual environment variables (common for all virtual applicatio...@

presentforall published applications fromthe
package (i.e. common variables), can be
customized by pressing Edit variables —link.

Variable Value

PATH S6SFT_MNT 5\myapp\bin: 5PATH%

When edited through the package settings
instead of perapplication -basis, Application
Virtualization Explorer will only show those
environment variables thatare found to be
identical ineach and every published application
inside the package.

Add new... Edit... Delete

oK ] ’ Cancel ]

In the virtual environment variable editor, variables can be added (Add new -link), edited (Edit—link) and
deleted (Delete-link)inthe mannersimilarto Windows’ own environment variable editor.

Virtual environment DSC linking
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As App-V 4.5and newer supports DynamicSuite Composition - orlinking packages to packages -
Application Virtualization Explorer has also the capability of defining those links from the primary (i.e. one

that needs functionality from one or more auxiliary package) package.

Application Virtualization Explorer automatically displays current number of links currently setforthe

Virtual and runtime envirenment settings

package, and although the setting can be found under package —

related settings, these links are actually created in all OSDfiles

1 wvirtual environments linked via DSC

iLinkto package | Edit finks_

separately. Forsetting up and maintaininglinks, Link to package
and Edit links —commands can be found under link count listing.

As the functionality for creatinganew link can also be accessed from the link editing interface, the process

isdescribed below.

Openingup DSClink editor using Edit link —command
display currently defined links for the package. If link has
previously been done with Application Virtualization
Explorer’s assistance the actual package name is shown
for the linked package, otherwise name of the SFTfile is
shown.

f

Alsoshownisthe informationif the linkingis required or

e

N
Edit virtual environment links &J
Linked package Required
Windows Help for Windows 7 Yes
Link to package... Edit link options...  Delete link
[ QK ] I Cancel I

not inorderto application from primary package to

L

launch, this matches the MANDATORY attribute in OSD filed. If package linkis not required, then App-V
Clientdoestry to load the linked package but upon failure continues application startup anyways.

Link to package

Wheninvokinglinking to a package, Application Virtualization Explorer will first promptfora SPRJ or

alternatively OSD file forthe secondary package against which the link will be created:

Select App-V package to link this package to

=l Books

3 Decuments
J"- Music

[ Pictures

B8 videos

mn

18 Computer
&, Local Disk ()
4 CD Drive (D3)
a Local Disk (Q:) 7 4 [

| @uvl . <« Local Disk (C:) » packages » msbobwl - |£’ || Search msbob.v1
Organize ~ New folder == - 0 E@-
Projects * MName ° Date modified Type
o 7] msbob.sprj 1.2.2006 13:29 SPRJ File
= Libraries

File name: msbob.sprj ~ | App-V package project file (".sp ~

Cancel

Afterreadingthrough the selected secondary package for metadata (including scanningall OSDfiles),
Application Virtualization Explorer prompts for package linkage options.
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e Linked package must be available when starting this package
Controlsif the secondary package needs to be available for primary package to continue launching
at the App-V Client.

e Import virtual environmentvariables from linked package
Instructs Application Virtualization Explorer to collectand readin all virtualized environment
variables from secondary package andintegrate theminto all OSDfilesinthe primary package. One
of the limitationsin App-V’'s DSCis that virtual environmentvariables from linked packages are not
available to the primary package’s merged environment (coming from OSD file rather than SFT
whichisthe onlyfile accessed from other packagesin linking scenario) and so Application
Virtualization Exploreris able to pre-importthemto the primary package.

e Override variables with conflicting names on primary package
If both primary package and linked package has the exact same virtualized environment variable,
controlsifvariable imported from linked package replaces one already on primary package.

Aftersettingthe options, Application Virtualization Explorer performs necessary task(s) to set up the link to
the secondary package using DynamicSuitingtechnology.

Edit link options

Allows changinglinking options for the selected secondary package.

[RPTRCTIVT- 1R =TT ISTNITT =T RITLE) <
Package link options &J

Package link opticns
¥| Linked package must be available when starting this package
Impert virtual environment variables from linked package

Override variables with conflicting names on primary package

[ Accept H Cancel |

Note that the option toimportvirtualized environment variables is not available afterlink has initially been
created since the DSC link does not carry information about the location of OSDfiles required for this
operation.

Delete link

Removes selected Dynamic Suiting link. Removal operation removes the linking from all applicationsin the
package.

Package scripts
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Creating package level scripts causes Application Virtualization Explorer to create an additional application
(OSD) into a package. This so-called package applicationis settorun at userlogon through Start Menu
Startup —group and triggers all package level scripts setinit.

The underlyingidea of package level scriptingis to provide singlelogical point to set-up of resources and/or
environment common to all applicationsinthe virtual application package and independently of any one
application [insidethe package], like OSD scripting would normally be done. Alsoitisto overcome the
situation where packager cannotreliably predict which one application, out of the possibly many, in the
suite of applicationsin one App-V package might first be started by the userand critical [to the correct
functioning of the applicationinside] operations needs to performed in the scripting. Of course, this does
not always work correctly if applications are distributed on-demand and users do not log off and back on in-
between, so careful consideration needs to be done if package level scriptingis something that can
effectively be used.

Overall scripting —related features and options are covered lateronin this manual as they are the same for

both package level scriptand perapplication scripting.

MSI customization

MSI customization screen allows you to change parameters for MSI file that App-V generates as method for
easy package adding to the standalone clients.

Some of the settings cannot normally be altered atall (at least without need for MSl table editor) while
some of the settings can also be set using MSI properties during package execution. When customizing MSI
—related settings with Application Virtualization Explorer you have the possibility for deploying resulting
MSI file without need to set properties at runtime.

Note that MSI customization screenis only available for packages already having MSl file at the source from
where Application Virtualization Explorer opened the package. For packages without MSI, you first have to
save the package with Application Virtualization Explorer (in App-V4.5or newerformat), which will result
in MSI file generated by Application Virtualization Explorer, and thenre-opening that package for further
editing.

MSI customization screen has the following settings for Add/Remove Program data and for installation

options:

Productname, Productversion, Manufacturer, Contactinformation and Help link

Information about application for Windows’ Add/Remove Programs list / Programs and Features list.

Programs list information

Product name: Mozilla Firefox 4
Product version: 1.0
Manufacturer: Mozilla Foundatian|
Contact information:  Contact Information Help link:  Application URL
gl doh. Attt e i
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By default App-V generated MSl files willinherit package name as product name and package save version
as product version, and generictexts for Manufacturer, Contactand Help link.

You can customize these fields to enable more informative dataforend-user by enabling Customize
displayed package information —option first.

Sourcefor package’s content (SFT)

Defines fromwhere the SFTfile will be loaded from, either when application is first started (streaming
mode MSI) or when MSl is run at the client (standalone mode). Customizable pathsinthis section equals
with OVERRIDEURL and SFTPATH MSI -properties for App-V MSls.

You can setstreaming or import path without exact SFT filename at the end as Application Virtualization
Explorer will automatically complete the path upon saving MSlI file with current SFT filename that was
saved as part of the package.
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Published applications

Published applications folder contains all applications you publish out of the A pp-V package. Each of these
applications represents one OSD file when package is saved to adisk.

Published applicationsAction -menu options

Whenin Published applications -screen, the Action menu contains following application —specific options
(accessible alsofromthe context menu):

e Add new application
Creates a new published applicationinto package. You can eitherselect any arbitrary executable
fromthe local file-system or from the list of commonly-used Windows utilities. If needingto publish
file from within the package itself, you can use Publish this file -functionality in the Files & Folders —
screen.

o Duplicate application
Creates a copy of the select application.

o Delete application
Removes selected application from the package.

e Rename OSD file
Allows customization of the OSDfile name forthe published application.

Applicationview options

Wheninviewing published applications, the View menu contains following options:

e Show all applications

Allows showing package level scripting application, which is by default hidden by Application
Virtualization Explorer if one exists on the package.

Applicationscreenisdivided into: application settings, settings related to publishing and client visibility and
settings related tovirtual environment.

Application nameand version

Displays afull name for the published application. ( Rename published application E5)

@ Neme [

Version: 0.48.2

You can rename application by clicking Edit name—link
beneath the application name.

QK ] I Cancel I

When renaming application, Application Virtualization [
Explorer will promptabout renamingall associated [Start
menu/ desktop] shortcuts. This renaming will be based only onthe informationin Name —field as that s
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whatis used fora shortcut naming; App-V Clientitself recognized published application by its full name
(Name and Version fields together).

If you wantto customize commentsfor published application, which by defaultare inherited fromthe
package level comments,you can do so with using Edit comments —link.

If you wantto change the icon associated with the application, you can press Changeicon—icon link. This

will openaniconselection screen where alliconsfoundin -
Select application icon from firefox.exe [ﬁ

target executable are listed and selecting any of them and
pressing Select—button will change the icon. If you want to @ ¢ @
browse foran arbitrary icon-containingfile (EXE, DLLand
ICO files), you can press Browse —button.

| Browse... H Select H Cancel

Startprogram

Path to an executable or otherfile, which App-V Client willinstruct Windows to start when published
applicationis executed onthe client.

This path can pointto internal to the package file orany valid external files, such as EXE file onthe network
share etc.

Path can be defined without preceding driveletter, in which caseitisinterpreted as being pathtoan
internal directory of the package. For easy access to executablesinside the package, Browse Package and
Browse filesystem —links beneath file path can be clicked after whichitis possible to select executablefile
usingintegrated package files browser.

AIthOUgh Application Virtualization Explorer(and rAdvanced settings for published application process lé]w
Sequencer) will try to detect automatically from

Please note that changing advanced process settings may lead to

the published application which type of process it unexpected results, such as application not being able to start.
. . . Change these settings only when absolutely needed!
is, sometimes amanual change to this Main process type

informationis needed. 64-bit graphical application 64-hit console application

32-bit graphical application @ 32-bit console application
A sample case could be graphical Java—based

applicationthatislaunched throughjava.exe

16-bit graphical application 16-bit console application

Process behaviour

whichisa console process; telling that published

Terminate all lingering child processes on main process termination

applicationis graphical in this case mightleadtoa
situation wherein App-VClient tries to monitor

Run process with invoking user account's rights

java.exe process forwindow messages (a | Accept || Close |
mechanismin Windows for GUI applications), . J

whichitwon’tbe able to do as console processes do not handle have such messages. This may lead to
situation where client will deem that application did not start correctly even thoughitdid, and show an
error message.

Application Virtualization Explorer supports changing of process type for published application by pressing
Advanced process settings —link beneath a Start program -field. Thiswillbringup a screenin which the
processtype can be changed to match the type of programin question.
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Terminate all lingering child processes on main process termination

Enablesor disables (default) the setting thatinstructs App-V Client to automatically terminate subordinate
processes started by the main process (i.e. one that Start program field defines) when the main process
exists. Innormal situations those processes should close by themselves butin some rare cases this does not
happen and forced termination could be used.

Run process with invoking user account rights

Enables or disables (default) special virtualized environment variable that instructs Windows to use user
rights of the account invoking the application.

T == This can be setto avoid situation wherein Windows
tellsthatapplication being started requires elevation
l The Application Virtualization Client could not launch RS50wl 1.2.3. and the Usereitheralready has the administrator

The requested operation requires elevation.

rights or applicationin questioninfactdoesnotneed
Ervor code: 4605F3-1B401F2C-000002E4 administrativerights atall. This setting has no effect
on applications alreadycontaining manifest telling
whatrights are needed, but ratheron (old)
applications without any embedded manifest

information.

Please note that changing any of the settingsin this screen may cause unintended behaviorif used
incorrectly!

Startup parameters

Any startup parametersthat will be given to executable in Start program —field.

Startin

A workingdirectory for the executable in the Start program —field.

Operating system visibility

Same visibility settings asin the overall package settings screen, but if set here it affects just this published
applicationindependently of other possible applicationsinthe same package.

Show shortcuts

Allows customizing whereto shortcuts will be placed on the client system when published applicationis
addedto App-V Client.

App-V supports placement of shortcuts for same published application to multiple locations, and
Application Virtualization Explorer supports customizing these selections for both Start Menu and desktop
locations using menu hierarchy modeling both locations:

Create new shortcut...

Create new folder..

a /-ip ’ Create new shortcut...

Create new folder...

71-Zip File Manager gridme"ic
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If you wantto rename or delete T——— =z
shortcut, clickon it from the

menu and application shortcut Sl Diploy namefor shortcut: | RN

editingscreen willbe displayed. [ Update | [ Delete | [ Cancel |

Aftereditingthe name of the
shortcut, press Update—button to apply changes. Press Delete —button to remove shortcut fromthe menu
location completely.

Virtual and runtime environmentsettings

Virtual environment
settings —section allows
custom i zati on of Vi rtu a| Edit varizbles_ Set policies_. Addscript.  Editscripts. Add application configuration__
environmentasit

Virtual and runtime environment settings

0 environment variables defined 0 runtime policies defined 0 application scripts defined

o PPy . e - P R a

pertainsto published

application. While package’s virtual registry (VREG) and virtual filesystem (VFS) is shared by all published
applications from that package, changing virtual environment settings for published application affects only
that application.

Virtual environmentvariables

. ., . .
Published application’s environment variables (rE—— =)
can be customized by pressing Edit variables —
Ilnk Variable Value

APPHOME %SFT_MNT%\myapp

PATH HSFT_MNT %e\myapp\bin; %PATH:

In the virtual environment variable editor,
variables can be added (Add new -link), edited

(Edit —link) and deleted (Delete -link) in the ;

Add new... Edit... Delete

mannersimilarto Windows’ own environment ) I

QK Cancel
variable editor.
Runtime policies
In some very rare cases — or Wh||e debugging a Edit virtual environment policies for application @

- H H H H Please note that setting virtual environment runtime policies may lead
paCkage SPECIaI runtime pOIICy setti ngs COUId be unexpected results with the application. Change these settings only when
absolutely needed!

setfor published applications. These policy
. . . .. . Allow local interacti d and COM objects in global
settings are accessible using Set policies —link. ) Allowlocal nteraction (named and COM objects in global namespace)
[T Enable 5x5 loading using virtualized path instad of package path
[T] Disable virtual services

[C] Disable virtual registry

[T] Disable virtual filesystermn
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In policy settings screen, following options can be set:

e Allowlocal interaction
Causesruntime -instantiated COMobjects and other named objects (from virtual appli cation) to be
created outside the isolated name-space for the package, making them effectively visible to other
processesonthe system. Furthermore, behavior of in which order COM requests from virtual
applications are routed is changed; making local system first to be searched and resourcesin the
virtual environmentasecond.

This optionis commonly used to solve interaction —related issues between virtual application and
local applications/system. If policy is set for one published application from the package and found
resolvingainteractionissue, itshould be setforall other published applications from the same
package as well asto not introduce any inconsistencies.

e Enable SxS loading using virtualized path instead of package path
Causesside-by-side (SxS) DLLIoads to be presented to application using resolved mapped path (e.g.
c:\Windows\SxS) instead of real, physical, path (e.g. Q:\app\VFS\CSIDL_WINDOWS\SxS) if the fileis
invirtual filesystem.

o Disable virtual services
If package containsvirtual services, setting this option will cause them not to be started (or visible)
to virtual application.

e Disable virtual registry
Settingthis option will cause virtual registry entries from the package to not be visible to virtual
application.

o Disable virtual filesystem
Setting this option will cause virtualfilesystem (VFS) entries from the package to not be mapped
according theirvirtual paths.

Please note that changing any of the settingsin the policy screen may cause unintended behaviorif used
incorrectly!

Application scripts

Shows a number of application scripts set for the package. Applications scripts and script editing is
explainedinthe followingsection.
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Application scripts

= v -

App-V packages have a powerful mechanism
available for performing client-based operations,
which cannot be added to the virtual environment
directly orneedto affectlocal system directly. This
mechanismis scripting, which in this context means

Before application starts
L& RunvB script [F65FT_MMT %2\ ffa_xbd wvlavescriptshcaelct

After application shutdown
Application/package set-up script - EDITING OR REMONT

EF Run Windows command processor script [3%TEMP 3\ Grid

both runningan actual Windows command

interpreterscriptorinvoking any executable on the
systemor inthe package.

While scriptingin OSDis good way to extend what needs to be done at the runtime, Sequencer has
basically zero supportformanagingthem as they need to be added manually through OSD editing function.
Built-in scripts also have some limitations into them, most notably that they always execute on virtual
application -launching user’s security context.

Application Virtualization Explorer aims to solve the hardness of adding, editing and maintaining virtual
application scripts, and to some extent to overcome some of the built-in scripting functionality’s
limitations, with dedicated script —editing interface and script execution enhancements.

While OSDfile does not really make an difference between simple program execution and actual scripting
file (with the exception of SCRIPTBODY scripting), Application Virtualization Explorer has built-in support for
detection andintelligent handling of Windows command-script, VBscript script, Powershellscript and
actual programinvocation. This makesitvery easy to distinguish between different types of scripts set for
the package and manage actual script’s contents without needing to know or care about how to call outthe
scriptin OSD’s syntax.

Application scriptinterface is both accessibleforindividual applications but also for package level scripting,
inwhich case a package —specificextraapplication will be created into package thatis hosting the scripts
setto execute on package level. You can access the list of currently present scripts with Edit scripts —link or
start new script creation (also accessible from scriptlistinterface) using Add script—link.

Scriptlist

When in main list of scripts, new script can be added using Add script to run—link. Alternative you can use
Add programto run—link to specify any arbitrary executableyou wantto run “as script”. The distinctionis
that explicitly selecting adding new script causes Application Virtualization Explorer to handle script
addition as beingone of the three supported scriptlanguages while adding a program makes no
assumptionsonthe content.

While ascriptisselectedinthe screen, its execution settings can be altered using Edit execution settings —
linkandits contents can be edited using Edit contents- link.

If wanting to remove script fromthe list (and thus from the resulting OSDfile), Remove script or program —
link can be chosen.
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To annotate your script, you can use Edit description —link to give description forthe scripts purpose and
Application Virtualization Explorer will show that descriptionin the script-listinstead of the actual path to
the script file.

Since OSD scripts are by nature bound by the virtual application they have been created / defined against,
settingthe same scriptto multiple virtual applications would normally require creation of the same script
overand overagainfor each published application. To help setting the same script to multiple virtual
applicationsinthe same package, Copy script to—link can be used to make a copy of the selected scriptinto
a differentvirtual application from the oneit’s currently definedin.

Scripttypeselection

When adding an actual script, first screenthat isshown s the selection of script ty pe.

. - R— — .
Script type selection &J

Please specify type of script you want to create

| @I Embedded command script
Enhanced execution mode not supported for this script type

M @ Command script

L[_J Windows scripting host (VBscript)

3) Graphical Console

& Windows PowerShell script

[ Create ]l Cancel

Scripttype can be one of the following:

e Embedded command script

Windows command interpreter script which is directly embedded inside OSDfiles and has no
separate scriptfile anywhere.

e Command script
Windows command interpreter script which is executed from within or outside the package.

e Windows scripting host
VBscriptscript which is executed from within or outside the package. Application Virtualization
Explorer supports both Graphical interface and command-promptinterface scripts, executed with

wscript.exe and cscript.exe respectively.

e Windows PowerShell script

PowerShell script which is executed from within or outside the package. If creatinga PowerShell
script, all target machines need to have PowerShell installed into them.
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Exceptthe Embedded command script type, all other scripting types supportall Application Virtualization
Explorer’s scripting features, including enhanced settings. Embedded command script means OSD’s
SCRIPTBODY —script and it has added limitations from Application Virtualization Explorer’s point of view
since its executionis handled more directly by App-V Clientitselfratherthan triggering external scripting
host.

Aftercreating new script of selected type, script execution and content screens are shown next.

Script execution settings

Execution setting screen allows control of (ot execution settings = & e e

. . . |

executiontimingand other parameters asic exerution sefings i

related to runni ng a Scri pt or program' |n Script will be executed | before application starts ¥ | [¥] and runs inside virtual environment :

. . " . . L

addition to Standard App—V Supported V| App-V Client will wait for script's completion 3
. X “ X . @ Default timeout Script will not timeout Wait for seconds:

execution settings (“Basicexecution (;

App-V Client will check return value from the script:
Setti ngS”), App|icati0n V| rtua|izati0n Stop application startup if value matches Continue application startup if value matches j
Explorer provides enhanced mode settings Allow script user interaction (VBS scripts only) i.

that extend script control capabilities
normally availablefor App-V packagers.

For enhanced execution mode settings, Application Virtualization Explorer replaces target script or program
invocation with Application Virtualization Explorer —provided launcherapplication (ScriptRunner.exe) which
inturn executes the actual script or application. This way Application Virtualization Explorer can injectitself
in-between the App-V Clientand scriptand provide more execution control over what App-V scripting
natively supports. Because OSD’s SCRIPTBODY —type scripting does not support this injection method,
enhanced settings are disabled forall embedded scripts.

Since Application Virtualization Explorer will store its own script launcher application directly inside the
package’s file-system, enhanced execution settings cannot be setforany script or application that runs
before streamingasitis not possible to have accessto this launcherapplication from the pack age at that
stage.

Important note: You are licensed to use and distribute Application Virtualization Explorer’s script launcher
application only in conjunction with your Application Virtualization Explorer usage and notin scenarios
involving with adding it manually to packages outside Application Virtualization Explorer.

Script will be executed

Control the timing of when App-V Client executes the script. This can happen before and after streaming
operation (orvery earlyoninthe phase if package isfully cached and/or no streamingdeliveryisused),
before oraftervirtual applicationislaunched oraftervirtual applicationis shut down.
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And runs inside virtual environment

If set, specifies that script will be runninginside the package’s virtual environment and has access to the
virtual registry and package’s file-system. If this selectionis cleared, script or programis started normally
outside any App-V context.

Please note thatyou cannot run script inside virtual environment before streaming as virtual environment
isnot available for App-V at that phase.

If script is set to run outside the virtual environmentand scriptfile is physically stored inside the package,
Application Virtualization Explorer will automatically add additional logicfor copying out the scriptfile to

temporary location on the real system so that it can be executed by scripting host (which would not have
access to Q: drive).

App-V Client will wait for script’s completion

If set, specifies that App-V Client

. . . V| App-V Client will wait for script's completion
will runscriptsynchronouslyi.e.

@ Default timeout Script will not timeout Wait for seconds:

waits until script or program

returns before continuing to the
nextscript or to the next phase inthe launch order. If the script is run asynchronously, App-V Client will
start specified script and continue forward without checking if ex ecution succeeds.

If synchronous execution is enabled, you can set the timeout value (in seconds)forthe script execution.
Having scriptto timeout at some pointis useful if there is possibility that script or program execution will
be blocked or gets stuck in some scenarios since App-V application launch/shutdown will be delayed withit.
If, however, itis unknown how long the execution laststhen you can enable Script will not timeout —option
to allow scriptto runindefinitely. When timeout occurs at the client, application launch processis aborted
and virtual application does not launch either.

App-V Client will check return value from the script

If set, specified that App-V Client will check forreturn value (also known as ERRORLEVEL value) from the
executed script, and will either stop the virtual application launch process if the return value matches or
does not match the value specifiedinthe numericfield. The control of the behavior what willhappen
dependsonifthe Stop application startup if value matches —optionis selected orif Continue application
startup if value matches —optionis selected.

App-V Client will check return value from the script

If set, Application Virtualization Explorer will not try to run VBscript scriptin a non-interactive mode which
isthe default state for VBscript scripts created from Application Virtualization Explorer. Thisis useful for
scripts that will need some user-input from the currently logged on useron a client machine.

This optionis not available for otherscript types.
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Run script only once

If set, specifies that Application Virtualization Explorer will execute the script’s contents only once instead
of each and every time application/package is run.

For additional fine-grained control, you can specify if the scriptis run once per machine, once peruserand
persisting run-oncestate over App-V Client’s package repair operation(s) oronce peruserso that scriptis
executedagainif package is repaired.

Hide script execution

If set, specifies that Application Virtualization Explorer will try to hide script’s outputifitis technically
possible. This optionis especially useful for hiding command script’s execution and no cmd.exe’s window
will be showninthat case.

Please be aware thatif executionis hidden and script prompts forinput from useror displays message
boxes, the script execution will be stuck since useris notable to see and acknowledge those events.

Run with alternate credentials

If set, runs script or program using alternate credentials from whatthe current useris usingwhois
launchingthe application. This optionis especially useful forrunningactions viascriptingthat needse.g.
local administrative rightsand would not otherwise be possible with OSD scripting.

When runninga program or script with alternate Hide script execution [if possible]
credentials, please be aware thatitis not 7| Run with alternative credentials
possible to access contents of the package from Username:  administrator
virtual drive since process beingrunis not
A , .. Password: CTITITY
runninginuser’s contextand App-V explicitly
Domain: mydemain|

deniesaccess tovirtual drive in that case.

Note that when set, alternative credentials are
stored encrypted and cannot be viewed by the packageror end users outside script editing interface of
Application Virtualization Explorer itself.

Run script only on selected operating system versions

If set, allows limitation of script execution based on Windows operating system version on a client machine.
By default OSD scripts will run on all machines where the package itself has been successfully added to, but
ifthereisa needtolimitscripting’s scope based on operating system, Application Virtualization Explorer’s
enhanced scripting option can be used forthe purpose.
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Select operating system versions l = &J
Select operating systems to limit script execution to
T TR "R R "
P P 2003 2003 Vista Vista
Windows XP § Windows XP RIS Windows Windows Windows
(32-bit) (64-bit) 2003 TS... 2003 T5..  Vista (32-bit) Vista (64-bit)
| gl':' gl'l' El.'
o008 Zoo8 7 7 R2
Windows Windows  NUGGEEUENY WUGEETER  Windows
2008 T5... 2008 T5... (32-bit) (64-bit) 2008 R2 ...
Add specific version..,
Script content editor

Afterthe optionisenabled, pre-populated list of
operating systemsis presented from which multiple
versions can be selected. All the selected systems
will be inthe list of allowed operating system for
scriptexecution.

Ifthereis aneedforafine-grained systemversion
selection, Add specific version —link can be used to
specify operating system version, service pack —level
and the bitness, after which the custom versionis
addedto the mainlist forselection.

To facilitate easy editing of script’s contents, Application Virtualization Explorer has an integrated script

contenteditor. Content editorinterface will differfor supported script types and plain program executions
(or scripts that Application Virtualization Explorer does not directly support).

If the scriptfileis physically inside the package and of supported type, Application Virtualization Explorer
detects this scriptand displays contentsin an editor window. Changing any of the text will automatically
update the scriptfile inside the package without need to explicitly do so, after pressing OK -button.

You also have a possibility toopenthe script foreditingin your preferred editor by pressing Edit externally
—button. Application Virtualization Explorer automatically opens program registered as editor for that file
type (forexample, powershell_ise.exefor PowerShell) and waits until that program closes, after which

changesto the file is scanned and put back into package.

Scripts created with Application Virtualization
Explorer will automatically be named and placed
inside the package, without packagerneedingtodo
any manual steps to that effect.

If script path pointsto outside the package’s
structure or you wantto manually specify script
path, choosing Execute script from outside the
package—option allows youtodo justthat. Note

L Published application script editor
Script location
@ Store script inside the package

Edit script contents:
@echo off

net use g: \\buildidevelopment

PYRE T U, . i - .

that this optionis disabled forembedded command scripts.

If the scriptrequires some parameters passed toit (to the script, notscripting engine), you can setthose in
script parameters —section. Note that this optionis disabled forembedded command scripts.

For non-scripttype application scripts, Application Virtualization Explorer will show actual command to run

as a script instead of integrated editing interface.

If raw access to command to invoke (i.e. HREF’s contents)is required, pressing Advanced script edit —link
will change content editorinto mode wherethat directinvocation can be freely edited and customized.
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Application configuration scripts

Add application configuration L@Iﬂ—hl

Please select application configuration to add to the package:

@ Check for launch conditions ﬂ Compatibility settings

W Drive mappings J: Hosts file entries

—
L] Install pre-requisites software

Cancel

w A

In addition of makingit possible for packagerto add any custom scripts — executed frominside oroutside
the package’s VE, Application Virtualization Explorer ships with number of pre-created configuration scripts
for commonly needed actions that cannot be done with native App-V package capabilities and would
therefore require packagerto write own custom script.

Addinga new configuration script can be done with Add application configuration —link, whenin either
Package or Application view. This will launch a configuration script selectorscreen, listing all built-in
configuration scripts. Please note that some of the configuration scripts can only be selected when
accessingthisscreen fromindividual application and then some only from package —level; thisis because
those operations are only meaningful for one application or overall package.

Each application script contains a configuration screen, allowing packager to customize and configure
script’s operation. Once application configuration script additionis run against the package, configuration
cannot be done again since scripts will appearas normal application scripts. If required, added
configuration script can be removed and thenre-configured by re-running the configuration script screen.

Important note: Since pre-made configuration scripts are implemented through VBscript scripts, Windows
Scripting Host 5.7 or newer has to be installed on the target machine. Pre-made scripts are also provided
as-isand may not work on all target environments and configurations.

Important note: You are licensed to use, customize and distribute these pre-made scriptsonly in
conjunction with your Application Virtualization Explorer usage and not with adding them manually to
packages.

Application Virtualization Explorer ships currently with the following application configuration scripts:

e Check for launch conditions

Checksforexistence of entries from the filesystem (files and directories), or fromthe registry (keys
and values, including the data). If the matching entryisfound, eitherstops orallows continuation
of the launch process.

This script can be used for checking some environmental conditions required by a virtual
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application, and preventing the start of itis they are not met.

Compatibility settings

Sets application compatibility settings foravirtual application.

Configuration includes the same compatibility mode settings as normally available from Windows’
Compatibility —tab fora normal application.

Drive mappings

Performs network and local drive mappings, including optional disconnect of mapped drives.
Hosts file entries

Adds entries to Windows HOSTS file.

This script supports setting alternative credentials that has modify -rights to the HOSTS —file on all
target machine since the file is normally not writable with standard userrights.

Install pre-requisites software

Performs software installation to the target machine outside the virtual environment, using simple
software package file stored inside the package itselfor executed from the external location.

This script supports setting alternative credentials forinstallation purposes.

When selecting MSl file forinstallation, you don’t need to specify any unattended parameters as
they will be added automatically.

Protocol handlers

Registers simple protocol handlerstothe currentuser’s context.

This script additionally performs detection of protocol handlerentries in the package’s virtual
registry and pre-fills protocol handler list with any protocols presentinside VE.

Please note thatregistered handlers are not automatically removed from the user’s registry if

virtual applicationis removed. Thisis due to limitation of App-V whereinitdoes not provide any
removal hookingforscripts.
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File associations

File associations folder contains all filetype associations (FTAs) you publish out of the App-V package. FTAs
are entriesstoredinthe OSDfile as each extensionis associated with some published application.

Each file extension association supports following actions;
. . 7 —Tal el C
accessible either from mouse context-menu, keyboard

Add new association

Delete file assocation  Del b

command or through Action -menu: |

'\Lh‘__‘m

e Add newassociation
Createsa new file association for the package.

When creating a new association, Name and Extension for that association is prompted.

"
Add new association @
MName: PDF Document
Extension: m
0K ] [ Cancel

The extension partis defined without preceding dot (e.g. “pdf” instead of “.pdf”).
As all associations have to be linked to some existing published applicationin the package,
Application Virtualization Explorer will also prompt for published application which will handle

specifiedfile extension.

o Deletefile association
Deletes file association from the package.

Association name and extension

Description and extension forfileassociation r y
p Rename association @

You can rename association description and @ Name:  WinRAR archive

extension by clicking Edit—link beneath the Extension:  ace

association description.

[ OK ] [ Cancel ]

If you wantto change the icon associated with the
extension, you can press Changeicon —icon link.

Thiswill openaniconselectionscreen whereallicons found in target executablefile extension is pointing
to are listed and selecting any of them and pressing Select—button will change the icon. If you want to
browse foran arbitrary icon-containingfile (EXE, DLLand ICOfiles), you can press Browse —button.
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Associated to application

Published application which will be launched when file with this | Ressodstc e renson el
extens|on |S opened 4| Select published application:
iz
You can move file extension to some otherapplication published from 7-Zip Felp
the package by clicking Reassociate—link beneath the name of the
application. This will display application selection window displaying all
published applications for package, from which new application can be
selected.

Explorer shell behavior

Optionson how files having specified extension willbe handled by and in Windows Explorer.

Commands

Specifies list of command verbs specified for the extension.
These commands will show up in Windows Explorer’s context menu when matchingfile has been selected.

Existingcommands can be renamed using Rename command —link beneath a selected command, and
commands can also be removed using Remove—link.

Register as default action for the extension

Assuming multiple commands exists foragiven association; one of them can be designated to be a default
command. This makes the command to be a defaultaction when userdouble-clicks the file having the
associated extensioninthe Windows explorer.

Display name

User —displayed name forthe selected command.

Parameters to application

Command-line parameters passed to the published application when selected command isinvoked.

This command uses DDEto open associated file

If extension hasto be opened using DDE, checking (T E— |
DDE —checkbox enables DDE for it.

Application: | [fEET==H

To define DDE parameters, Edit DDE parameters —link _
Topic: ShellSystem

can be usedto open parametersscreen.
Command:  [SetFereground][ShellOpenDatabase "9:1"]

In the parameters screen, Application, Topic, Exec: [SHELLNOOP]
Command and Exec—fields needs to be filled with
application —specificinformation that DDE passes to [

OK l[ Cancel ]

the application. .
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‘ﬁ EI Virtual files & folders view

Internal directory structure

e MHthebiee s MIMERS 4 Onaleft-handside of the screenisatree view representing the
=1L Tzipabs i internal directory with package root (orasset) directory as a topmost
5.0 7-Zip ) ) ) )
SoftGridUserSettings . node, underwhichall other package files and directories are
S VFs j displayedin.
5 g CSIDL_APPDATA 1
5y Microsoft L/ . . X i
LITML Hel i You can add new virtual files ordirectories, delete them and make
=L €8 F
hh.dat 7 modifications to contents and properties.
0 CSIDL_COMMON_APPDATA ]
765 CSIDL COMMON_PROGRAMS |
2.0 CSIDL_WINDOWS 1
E3 osguard.cp ;

-

Special icons forthe directory tree are:
A directory which s virtualized fully through VFS.
A directory whichisvirtualized as merged through VFS.

@ A fileinthe VFS configuration that has at least one target mapping which is marked as deleted.

Followingfiles and directories carry a special meaningto App-V, and should not be edited orrenamed:

e VFS

Subdirectory that holds all directories and files mapped through Virtual Filesystem (VFS)
functionalityover other partitions on the App-V client machine.

In normal circumstances, VFS directory holds directories representing common Windows locations
(suchas CSIDL_WINDOWS for Windows —directory), and other directories or files that needs to be
virtualized overthat location.

o SoftGridUserSettings
Subdirectory that holds user-specificcached settings file (itself physically cached in the PKGfile)

when package has beenrun at the client.

e osguard.cp
A virtual environment configuration file, which is re-created each time package is saved out.

View options

Wheninthe Virtual Files & folders view, the View menu contains following options:
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Filterview

Allows filtering of displayed virtualfiles using the following characteristics:

o Displayingfilesin 8+3

Switches tree view into mode that shows virtual files and directoriesin 8+3 formatinstead

of the usual long name.

o Display onlyfilesin FB1

Filtersoutall filesthatare only part of the FB2 (i.e. datathat is not streamedininitiallyif

SFT streamingis used for App-V Clients).

Note that enabling this option will cause all DATA blocks to be
mightincurdelay when applyingfilter.

Highlightfiles +
Allows highlighting (using background coloring) of virtual files
havingthe following attributes:

o Withoverride status
Highlights all the files that have the Override —attribute
setusinga yellow color.

scanned forall files, which

uninstall

|%) AccessibleMarshal.dll

lication.ini
blocklist.xml

chrome.manifest
3] crashreporter.exe
crashreporter.ini

" deini

|% D3DCompiler_42.dIl

o Withuser data status
Highlights all the files that have the User Data or User
Configuration —attribute set using a blue color.

Resolve VFS targets

|%) d3cka_42.dll

dependentlibs.list

~

If enabled, displays VFS mappingtarget paths converted toacurrently/locally valid directory
locations. Otherwise encoded paths are shown as virtualization targets (e.g.

"9%CSIDL_SYSTEM%\app.dII").
Show VFS targets as subnodes S VFS

If enabled, displays VFS mappingtargets paths
Ig CSIDL_SYSTEM

1 [ [3] [

directlyinthe package filestree, underneath the

virtual files locatedin the VFSfolderstructure. +- gy assembly
-l Installer

+- @ SPatchCaches
+-1 g {9BC51COF-DABE-4370-9997-899B3435A647 } i
+-1 gy {C40698F9-A861-4531-9F8C-FATFE961375B}

{

= 90fae.msi

Enable deprecated features
Enables usage of attributes that has been
deprecatedinthe newerApp-V versions.

= 90fb4.msi

+-lig Microsoft. NET 1

+-lg winsxs
= .rnd

Ig CSIDL_COMMOMN_DESKTOPDIRECTORY
Ig CSIDL_COMMOM_PROGRAMS

Eg CSIDL_WINDOWS

dncinhiih e
it

. B s dlbdtn o ot
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Availableactions forvirtualfiles and directories

Each file orfolderinthe files view supports subset of the following

actions; accessible either from mouse context-menu, keyboard
command or through Action -menu:

Open
Extracts specified virtual file to atemporarylocation on
machine and openit through Windows.

This action is not available for directories.

Export

Exports specified virtual file or contents of adirectoryto a
target location on the local system.

Import content for file

Overwrites contents of specified virtual file with the contents
fromselectable file onthe local system. Can be used to
replace/updatefileinthe package with new content.

This action is not available for directories.

Rename

r Open

Export...

Import content for file ...
! Rename ...

Delete

Publish this file ...

Permissions

W — 5 -

Add
Import or replace file(s)...
Import directory...

Find...

(= Rl

Add systern folder to VF5

Add base folder to WFS

Close all folders

1
¥
1 Open all folders
d

Find inside files...  Ctrl+Shift+F

Ctrl+E

F2
Del
Ctrl+P

hd

Ctrl+F

oils -—

Change the name of the selected virtual fileor directory. Root directory should never be renamed

unlessintendingto save out completely new, independent, package which would also require

regeneration of GUIDs forthe package.

Invoking this action displays file/directory renaming screen.

-

Rename directory anwf2011.001\Autodesk\Mavisworks Freedom 2011\Workspaces

ame: Workspaces

Short name: WORKSP -1

Update VF5 Virtual Paths to reflect renaming

[ Rename l[

Cancel l

This screen will allow changing both normal file name, as well as short name (8+3) assigned forthe

directory entry if the long name exceeds the 8+3 format.

Ifthe entryto be renamed is part of the VFS configuration, by default Application Virtualization
Explorerwill also rename all VFS mapping targets asitis conceivable that virtualized paths need to

reflect new directory orfile name, unless directory beingrenamed is one of the well-known
directories. VFSrenaming can be disabled by clearing out Update VFS Virtual Paths to reflect
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renaming —option.

Delete
Deletes virtual file or directory from the package.

Publish this file
Createsa new published application out of the specified virtual file.

This action is not available fordirectories and when only SFT has been loaded instead of the full
package.

Permissions
Allows copyingand applying security
descriptors forvirtual filesand directories

L | FHESYSTEM VIMUSIZaToNn (V2] 5

4 | Copy security desciptor to clipboard

Apply security descriptor from clipboard
using SDDL (Security Descriptor Definition T

o gianr it ——— ————
Language) formatted string.

This optionisonly available for packages and files that store security descriptors (App-V 4.5and
newer). Furthermore, manually assigning explicit security desciptors to virtual directories won't
affect security descriptors forany directories orfiles underneath them; this may cause unintended
side-effects with NTFS permission inheritance as the package is being executed onthe client.

o Copy security descriptor to clipboard
Copiessecurity descriptorstringfromthe file or directory into clipb oard.

o Apply security descriptorfrom clipboard
Replaces security descriptorforthe file or directory with one read from the clipboard.
Please note thatif the SDDL stringin the clipboardisinvalid, the security descriptor cannot
be updated.

Add - Directory

Createsa new empty directory 0 FUBIEIIRIE TS AR E
underneath specified virtualdirectory. [ Add r Directory | f

E Import new file,., Empty firs J
Thisaction is not available forfiles. i [meo new dirctory.. _____;_f

Add - Empty file
Creates a new empty file underneath specified virtual directory. You canthen use Import content
forfile —action for newly created file to add contentstoit.

Thisaction is not available forfiles.
Import or replace file(s)

Importsfile(s)from alocal filesystem to aspecified virtual directory. Can be used toadd new files
to the package or to replace existing ones. If name of the one or more files selected matches names
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of the virtual filesin the specified virtual directory, only replaces contents of those virtual files.
Thisaction is not available forfiles.

e Import directory
Imports contents of a directory (directories and files) from alocal filesystem to a specified virtual
directory. Can be usedto add existing directory structures to the package.

This action is not available forfiles.

e Find
Opensa filesandfolders find dialog:

' -
Find virtual files and folders [

Find what: |

Find in folder names Find in file names
[] Match case [ Match also short names

[ Find next H Cancel

Find dialogallows searchingfiles and folder with the matching name. You can set additional options
inthe dialogto perform case-sensitive search and optionally include 8+3 filenames in search.

Thisaction is not available forfiles.

e Findinsidefiles
Opensa findinside virtualfiles dialog:

Find inside virtual files [

Find what: |

Match case Do not search inside executable files

Please note that case-insensitive search can take a very long time if

you have package with high number of large files.

Findinside files —dialog allows searching for text strings inside virtualfilesin the package. The
search will be performed against specified search text using three different encoding variations of
ASCII, UTF8 and UTF-16 (Unicode).

You can optionally disable the case-sensitive searching (which is the default), but choosing case-

insensitive search can considerably increase the search time. By default Application Virtualization
Explorerwill notsearchinside files that end with .exe, .dll or.com; but those file-types can be
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includedinthe search by switching off the option to skip executable files.

e Add systemfolderto VFS redmmemioe oV | W!ndows —
Create pre-defined Windows or 2dd base folder to VES
user-specificdirectorytoa VFS
configuration. Can be used to
add commonly needed VFS
folders.

System -directory

n

r

%

Program Files -directory ;
User's profile -directory d}
E

=

66 K K K

Application Data -directory

VIEW pErMISEIONS [,“5
- — = R

- ] |
o -~ _ .

By defaultfolder created usingthis action will be virtualized as merged.
Thisaction isonly available for VFS directory.
e Add base folderto VFS
Create any arbitrary VFS mapped foldertoa VFS configuration. Can be used to add custom folders

or uncommon Windows locations.

Selectingthis option will open Virtual Filesystem mapping editor for the newly created VFS folder.
By defaultfolder created usingthis action will be fully virtualized.

Thisaction isonly available for VFS directory.

e Openall folder
Expandsselected virtualdirectory and all virtual directories underitin the tree view.

e Closeall folder

Closes selected virtual directory and all virtual directories underitin the tree view.

Please note thatwhen PKGfile has been openedforviewing, only Open and Export actions are supported
for filesand directories.
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Directory or file properties

On aright-hand side of the screen, information forthe currently displayed file or directory is shown.

Information screenis dividedinto sections
of general fileinformation, virtualization
attributes, VFSvirtualization related
information and file-system attributes.

Name

Displays both longand short (8+3) names
for the file ordirectory selected.

Size
Displays size of the file.
If the package isin compressed format,

additionally displays compressed size and
compression ratio forthe file.

Version

Displaysinternal version numberforthe file
or directory.

Each time a file inthe App-V package gets updated, its version numberis incremented to match overall

.| File/ folder information

Mame: fixperm.exe (FIXPERM.EXE)

Size: 9728 bytes (4456 bytes compressed, 54,2% ratio)
Version: 1

Created/modified: 16.2.2010 17:07:42 UTC / 16.2.2010 170742 UTC

Block infarmation: 1 data block in FB 2
Virtualization attributes

() UserData @ Application Data

Package change overrides client changes

Filesystem virtualization (VF5) settings

Ediit mappings:

Filesystem attributes

[] Read-only [] Hidden [] Systermn Archived

View permissions

4 Offset Size FB
1 0 9728 2

SFT Offset  Compressed size
19044287 4456

e R R e T L b e W I IR R

package version number. App-V usesthisinformation to track which files has been changedin which

version of the SFT file.

Creation and modification timestamp

Displays creation and last modified timestamps forthe file or directory.

Block information

Displaysinformation about DATA blocks (storing file’s datainside SFTfile) file is divided into.

For new virtual files added through Application Virtualization Explorer, and before package is nexttime

saved out, does not display anything as DATA blocks are calculated and created during SFT encoding

operation.

For files cached ina PKG does not display anything as PKG does not store files divided into App -V DATA

blocks or have a concept of Feature Blocks.
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Virtualization attributes

Displays App-V -specificfile attributes.

Virtualization attributes These attributes control file’s behavior when
UserData @ Application Data it changesonthe clientorhas been updated
7| Package change overrides client changes centrallyin SFTfile.
A A e gt - r Some of the attributes (User Config,

Application Config and Permanent) has been deprecated inthe newerversions of App-V, and so Application
Virtualization Explorer will by default disable those optionsinthe interface unless explicitly enabled from
the View -menu.

e UserData
If virtual file is changed on the client, the change will cached specificto that userand otherusers

won’tsee file as changed.

e ApplicationData
If virtual file is changed on the client, the change will be cached specificto that machine and other

userswill see fileas changed.

e UserConfigand Application Config
Semantically works the same way as User Data and Application Data.

e Package change overrides client changes
If file has been modified on the clientand subsequently cached (in PKGfiles), updated version from
the SFT file will overwriteit at the event of conflict.

Usage of this attribute makes sure that centrally applied update to afile will always take
precedence over client-changed one. By default, App-V Sequencer marks all executable files with
override —attribute.

e Local change is permanent
Mechanismin older SoftGrid versionsto overridealready set override -attribute i.e. reverse the

meaning of override without actually un-setting override attribute.

This attribute has been deprecated andis not supported by newer Ap p-V Clients.
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Virtual Filesystem (VFS) settings

If selectedfileordirectoryis part of the package’s VFS configuration (i.e. underneath VFSfolder),
Filesystem (VFS) Virtualization sections shows attributes related to the VFS mapping forthat entry.

Virtualized as

List of all currently defined targets forthe file mapping.

These mappings representsinformation  Filesystem virtualization (VFS) settings
by which App-V Client willshow VFS — Virtualized as: |%CSIDL_FONTS3$\WINGDNG2.TTF -
enabled entries overlaid over normal Virtualize this mapping as deleted Edit mappings=_-

partitions (such as C: drive) tothe
runningvirtual application, while V| Fileis a virtual font

ety i s B e e B A el skl sl b e i ‘J

i Wy il

keepingthe actual files and directories
storedinside the package’s directory structure. When application requests access to such file or directory,
I/Orequestisseamlessly forwarded (i.e. path altered) to the virtual drive and package’s own structure.

While in normal circumstances adirectory or fileisonly ever mappedto one targetlocation (forinstance,
\package\VFS\CSIDL_SYSTEM\file.dll to %CSIDL_SYSTEM%\file.dll whichisthe further expanded through
App-V parse items (orintermediate value mappings)to physical path of C:\Windows\System32\file.dll),
technically same source file ordirectory could appearin multipletargetlocations. This can sometimes
happenwhen App-V Sequencer records copy of some temporary file (such as application source MS| from
temporary location to %CSIDL_WINDOWS%\Installer), resulting file mapped to multiple places. Native App-
V tools won’tshow thisin VFS mappings, but Application Virtualization Explorer is able totell and
differentiatethese multipletargetsinthe dropdown list.

You can edit VFS mappinglist by pressing Edimappings—link which willopen VFS Mapping Editor.

Virtualize this mapping as deleted

Enables or disableslogical deletion for the target path.

Enabling this attribute will cause directory orfile appearas deleted (effectively notappearingatall,
masking also directory or file with the same path). Deletion mapping attribute is specificto the target path
and so if multipletarget paths exist for the same virtual file/directory, some of them could be logically
deleted whileothersare not.

This optionis mapping —specificand can also be setin the VFS Mapping Editor.

Fully virtualized folder (override)

Seta virtualization levelforthe VFS enabled directory.

VFS mappeddirectory can be virtualizedin either fully to the target file system or merged with the contents
of the target. If directoryis fully virtualized, application running on the client will only ever see contents
comingfromthe package’s VFS configuration for the directory (i.e. subdirectories andfilesin it) and
possible additions doneat runtime and subsequently cached in the PKGfile(s). Itis advisable NOT to make
any common Windows directories mapped as fully virtualized as this may preventvirtual application from
functioning properly.
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If directory is mapped as merged, client will see both contentsin the local, equivalent, directory and entries
added through VFS. Problem with the merged directoriesis theirdependency onthe local matching
directory, this means thatif no such directory exists on the target path (asset in VFS mappings), nothing
fromthe App-V package will be shown unlike with fully virtualized directories. Merged directories also
cannot existas sole entriesinthe VFS configurationi.e. they must always contain at least one virtual file or
fully virtualized directory. Thisis alimitation of how VFS mappingare physically stored inthe App-V
package. Thisimplicitly also means that merged directories cannot have independent target mapping
information on theirown; although Application Virtualization Explorer willallow creation of merged
directories with such and such target mapping, thisinformationislost on save but preservedinthe
contained —fully virtualized - entries.

This settingis not supported forvirtual files, which by nature are always fully virtualized. Forvirtual folders,
this setting affects all mappings fordirectory.

File is a virtual font

Marks a virtual file as afont file.

This will cause App-V Client to do special handling forthe file so that it will appearin the list of available
fonts for application querying system fonts. Only files under VFS folder structure and inside CSIDL_FONTS —
foldershould everbe marked asfontfiles. If the virtual file does not have recognized font file extensions
(suchas .ttf), Application Virtualization Explorer will warn about enabling virtual fontinformation before
allowingflagging the fileas such.

Filesystem attributes

Displays normal file-system related attributes active for the file ordirectory.

If package was created with App-V 4.5 or newer, orlater upgraded to that format, you can see Access
Control List entries applied forthe directory entry by clicking View Permissions —button:

GFDLIFI Or User names:

P} GMwso1administrators

b GMWS01\WUsers

il CREATOR OWNER

b SYSTEM

ﬂ MNT SERVICE\Trustedinstaller

Permissions: Allow Deny

Full Control
Madify

Read & Execute
Read

Write

Special Permissions

Owner:

| o NT SERVICE\Trustedlnstaller

=, WP WRgpv Sy N T VO UG GNP T N W T P repaug Sy

¢

|
|
1
1

gridmetric



Application Virtualization Explorer User Guide

If package has some ACLs present, but file or directory thatis selected does not have any appliedtoit, View
Permissions -button will be inactive.

2 Publish new application Iéj

Shortcut information
Publishing new applications S Applcation name:  Mictosof Project Cenral Sposler

Application version:  11.2.20051801.1
You can publish any application file (mainly executable Stariup information
. . . . . . . I Start program: msprojv1\Microsoft Office\OFFICEL1\PJSPOOL.EXE
filesi.e.fileswith .EXE extension, although technically it Startup
. . parameters:

does nOt need to be so) from the Internal dl reCtory asa Start in: FSFT_MNT %\ msprojwl\Microsoft Office\OFFICELL
net\‘N published application by invoking Publish this file — e
action.

This will open ascreen wherein base parameters for new published application can be set before
application creation is done. After clicking Publish, new application willappearunder Package configuration

view.

If you wantto change applicationicon, you cando so by clicking Change—link orchange itlateron inthe
Application settings —screen.

Application name and version

Application name and version information is automatically taken from the executable’s header.

Itisrecommended thatthese two fields are manually double-checked for sensible values, as not all
executables carry meaningfulinformation for this purpose and if publishing files other than EXE, such
information cannotevenbereadinat all fromthe file itself.

Startup information

Contains parameters and working directory for the published application.

If an application needs any startup parameters, those need to be defined manually in respective field.
Working directory is automatically filled to be a directory containing file being published which in most
cases should be the correct default.
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Virtual Filesystem (VFS) mapping editor

When editing VFS mappings for virtual files and directories, Application Virtualization Explorer contains
simple but powerful VFS mapping editor for that purpose.

o nsreg.dat : Edit Virtual Filesystem Information @

Mapped to following virtualized paths:

Virtualized path Encoded As deleted

TR | « | o

Update virtual paths for directories and files under this directory Add new virtual path

[ Accept H Cancel ]

b

Mapping editorallows creation of multiple mappingtargets (i.e. files or directories virtual directory entry
will be made look like forthe virtual application) or virtualized paths, and each mapping target contains two
attributes specificfor that target path.

If you want to add new path, simply click Add new virtual path —button, which will create new row in the
mappinglist. You can eitherwrite the path manually oruse ... -button to browse some existing file or
directory. If writing manual path, press Enter —key when the pathis complete and VFS editor will
automatically encode the line if the pathis contained inside well-known Windows directory (e.g.
c:\Users\account\AppData\Roaming\My Application becomes %CSIDL_APPDATA%\Firefox), makingit
machine and user neutral for purpose of successful virtualization.

Encoded column will be checked automatically if path defined isin encoded form, but you can deselect
Encoding check box and press Enter to transform path back to decoded one, which is how the path will
thenbe savedin VFS configuration. Thisis very unusual need, as generally well-known paths need tobein
encoded formas to not cause problemsin the client.

If path needstoappearin logically deleted state, that can be controlled via As deleted -checkbox. Same
attribute isalso settable inthe main Files —view using Virtualize as deleted —setting.

If entry being edited is virtual directory, by default Application Virtualization Explorer will modify all
mapping paths underthat directory to match changed virtualized path unless Update virtual paths for
directories and files under this directory —settingis turned off. It isrecommended to leave the settingon, as
not modifying mappinginformation forsub-directories and files can have unintended side-effects when
package is run at the client.

When paths are as required, VFS mappinginformation forthe directory entry can be saved with Accept
changes—button and to return maindisplay.

Note that formerged folders paths more than one cannot be added, deletion attributeis notavailableand
path updatingis notavailable.
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Virtual Registry view

Virtual registry keys

S Vilddl Regisiy

On a left-handside of the screenisatree view representing the virtual

i
- 4b REGISTRY 1 registry tree stored inthe package’s virtual environment, with registry
T MACHINE f root as a topmost node.
=E Software
W
i1 A cmlzes } Registry root holds two special keys, MACHINE and USER, which
#-0 Microsoft 1 representsHKEY_LOCAL_MACHINE and HKEY_USERS branches,
50 Wows432Nad
: o DI'\u'1icr050?:t : f reSPeCtiVeW-
0.0 SYSTEM 1
= USER { ltisrecommended nottodelete either MACHINE or USER keys and
1y ’zgﬁg’ Clasces { Application Virtualization Explorer prevents renaming of REGISTRY,
- ! MACHINE or USER nodes.

Special icons forthe registry keys are:

55

A keywhichisvirtualized as overwrittenin the registry.

A keywhichisvirtualized as logically deleted in the registry. This key cannot hold any sub-keys
orvalues.

View options

Wheninthe Virtual Registry view, the View menu contains following options:

Resolve IM valuesin key names
Displays decoded mapped values in registry key names, instead of displayingthemin encoded
form.

Resolve IM valuesin value names
Displays decoded mapped valuesin registry value names, instead of displayingthemin encoded
form.

Resolve IM valuesin value data
Displays decoded mapped values in registry value data (in case of string —based registry values),

instead of displayingtheminencodedform.

Show key/value attributes
Displaysinformation aboutto which virtual registries registry keys and values belongto.

Each virtual registry key and value can internally be part of the three differentvirtual registries:
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main registry, user-specificregistry and system registry (Sec9). Enabling this option marks each key
and value with U or S or both, designating userregistry and system registry respectively. This can
be useful information in knowing what parts of the virtual registry will be visible for system
processes, like virtual services. Normal user processes will always see all entries of main registry
which contains all entries regardless of the designation.

Availableactions for registry keys

Each registry key supports subset of the following actions; accessible T =

. Mew Key Ctrl+M
eitherfrom mouse context-menu, keyboard command or through . CtieF
Action —menu: .

Rename F2
e New Key Virtualization level 3
. . Deleted state Del
Create a new virtual registry key beneath aselected one. _
Delete Shift+Del

. . ) . Export this branch...
This action is not available forroot REGISTRY key. L
Import frem registry file...

. Expand all subkeys
e Find

Opensaregistryfindandreplace dialog:

Collapse all subkeys

Copy key name

Virtual registry find and replace @

Find what:

Find in keys Find in value names Find in value data
[] Match case [| Match also in encoded form

Replace with:

Find next ][ Cancel

Find and replace dialogallows searching key, values and value data, and optionally making
replacements.

You can setadditional optionsinthe dialogto limitsearch onlyto certainitemsandtoinclude
encoded key orvalue name or data.

e Rename
Change the name of the selected virtual registry key.

Invokingthis action displays key renaming screen:

Rename key \REGISTRY\USER\S-1-5-21-4084310487-3401208622-2622696841-1116

Name: 5-1-5-21-4084310487-3401208622-2622696841 -1116|

Encoded name: | GLSFT_SID%:

[ Rename ]’ Cancel
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This screen will allow changing of registry key name. Renaming screen willalso display name as it
would beinencoded format, whichis how virtual registry will store the name internally and which
enables machine and useraccountindependent operation for registry entries.

Please note that App-V does not currently supportencoded key namesinside otherencoded
names, and thus Application Virtualization Explorer will notencode any key names —eveniif
containing datathat would otherwise be encoded —if any of the keysinthe path already has

encoded values stored within.

This action is not available forroot REGISTRY key.

Virtualization level - Overwrite | et e fad v | Overmrite
Changesvirtualization levelforthe registry key to Deleted state  Del Merge
overwritten (fully virtualized). e . T =

Mk e

Any keys with overwrite —status willmask all keysin the same pathin local — physical —registry.
Only keysthatbelongsolelytothe virtual applicationitselfshould be marked as fully virtualized as
masking other parts of the registry may cause unintended side-effects when applicationisrun at

the client.

This action is not available forroot REGISTRY key.

Virtualizationlevel - Merge
Changesvirtualization levelforthe registry key to merged (partly virtualized).

Any keys with merge —status will mask only those virtual keysinsideit that has overwrite attribute

setand all virtual values stored in orunderit.

Thisaction is not available forroot REGISTRY key.

Deleted state
Setsor removeslogically deleted state for the virtual registry key.

Any keys setto logically deleted has the effect of fully virtualized state in thatit will mask all
equivalentlocal keys and everythingunderneathitinthe local registry, but the key itself won’t
show up either, causing virtual application to consider key as being non-existent.

Changingvirtual registry key to deleted state in Application Virtualization Explorer will remove all
sub keys and valuesstoredinit, as logically deleted key cannot hold anythinginside it. This removal
cannot be reversed and so caution must be observed beforesetting key as deleted.

This action is not available forroot REGISTRY key.
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o Delete
Physically deletes specified virtual registry key.

Deletingkey (as opposed tosettingitlogically deleted) will remove virtual registry key and all keys
and values beneath it physically from virtual environment configuration.

This action is not available forroot REGISTRY key.

e Export this branch
Exports contents of the specified key and everything beneathiit.

Exporting a virtual registry key will create a Windows registry editor compatible .REGfile holding
exported contents.

e Import from registry file
Performsregistry key and value import from Windows Registry Editor file.

When selecting non-root node forimportation, Application Virtualization Explorer will ask if the
importwill only read inthose registry entries that would normally go under specified key. This
limitation of scope is convenientin the situations wherein the registry file contains large number of
entriesand only entries going under selected branch are necessary.

i — N
Perform selective import I&

3 1 Do you want to import only those registry entries that will go under
" currently selected virtual registry key (REGISTRY\MACHIME\Software)
instead full contents of registry file?

TP R R TR S TR S TR e TR ]

e Expand all subkeys
Expandsselected virtualregistry key and all sub keysin the tree view.

e Collapse all subkeys
Closesselected virtual registry key and all sub keysinthe tree view.

e Copy keyname
Copies path to a selected registry key into Windows clipboard.
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Virtual registry values

Afterselectingvirtual registry key from
the tree view, right-hand side of the

virtual registry view is filled with virtual
registry values associated with the key.

Special icons forthe registry values are:

MName Type

| REG_DW..
2 Editor " REG.SZ
190 FlatViewArcd REG_DW...
190 FlatView#Arcl REG_DW...
19! FolderHistory REG_BIM...
191 FolderShortcuts REG_BIM...
190 FullRow REG_DW...
190 ListMode REG_DW...
# PanelPathl REG_SZ
# PanelPathl REG_SZ
191 Panels REG_BIM...
191 Position REG_BIM...
191 ShowDots REG_DW...
190 ShowGrid REG_DW...

181 ShowRealFilelcons REG_DW...
190 ShowSystemMenu REG_DW...

B P Y

e I

.

Data
000000000 (0)

0x00000000 (0)
0x00000000 (0)

4300 3a 00 5¢ 0000 00 43 00 6f 00 6d 00...

(zero-length binary value)
0:00000000 (0]
000000303 771)

C\

01 0000 0000 000000 7601 0000

2000000 2e 000000 2e03 0000 45 02...

000000000 (0)
000000000 (0)
000000000 (0)
000000000 (0)

——— A ]

. A value whichisvirtualized as logically deleted in the registry.

Availableactions for registry values

When no values are selected inthe value
list, following actions are accessible either
from mouse context-menu orthrough
Action —menu:

e New-String Value

Create a new REG_SZ type registry

value (simplestring).

e New- Binary Value

Attributes

Mew 3

String Value (REG_5Z)
Binary Value (REG_BINARY)
32-bit Value (REG_DWORD)

AT B R R T WP e

F|

B4-bit Value (REG_QWORD)

S

View registry from package:

Multi-5tring Value (REG_MULTISZ)

Expandable String Value (REG_EXPAN

DsZ)

Create a new REG_BINARY type registry value (binary data).

e New- 32-bit Value

— ——— =
- »

Create a new REG_DWORD type registry value (32-bitinteger/double word).

e New- 64bit Value

Create a new REG_QWORD type registry value (64-bitinteger/quadruple word).

o New-— Multi-String Value

Create a new REG_MULTISZ type registry value (multi-string).

e New- Expandable String Value

Create a new REG_EXPANDSZ type registry value (expandable string).
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Each registry value —when selected - supports following actions; “E- e e
accessible either from mouse context-menu, keyboard command or d F|a|_ Modify
through Action -menu: 121 Fla Deleted state  Del
) A Fo Delete  Shift+Del
° MOdIfy . - % Fo Rename F2
Opensregistry value dataforediting. 191 Fuloese

e Deletedstate
Setsor removes logically deleted state forthe virtual registry value.

(R S Eh L
- -

Anyvalue setto logically deleted has the effect of making virtual application to considervalue as
being non-existent, evenif local equivalent value existsin the local registry (and containing virtual

keyisset to merged).

Changingvirtual registry value to deleted state in Application Virtualization Explorer willremove

value data, as logically deleted value cannot hold anything inside it. This removal cannot be

reversed and so caution must be observed beforesetting value as deleted.

o Delete
Physically deletes specified virtual registry value from containing key.

e Rename
Change the name of the selected virtual registry value.

Invoking this action displays value renaming screen:

ST s

Rename value \REGISTRY\MACHINE\Software\Microsoft\Windows\CurrentVersion\Installer\Folders

Name: (C:\ProgramData Microsoft\Windows\Start Menu\Programs\7-Zip\|

Encoded name: | %CSIDL_COMMON_PROGRAMSZE\T-Ziph,

Rename l [ Cancel

Thisscreen will allow changing of registry value name. Renaming screen will also display name as it
would be in encoded format, which ishow virtual registry will store the name internally and which
enables machine and useraccountindependent operation for registry entries.
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Editing simple and multi-stringvalues

Edit String

Value name:

Path

Value data:

Q\Tzip 4\ T-Ziph|

Encoded value data:

FSFT_MNT 2\ T zip. b4\ - Zip

OK

J{

Cancel ]

? ) |

When editing simplestring data (REG_SZ, REG_EXPANDSZ
and REG_MULTISZ), string editor screen will automatically
converttextenteredin Value Data —field into encoded
format, whichis how the datais physically storedinside
virtual environment.

This means that you need to entere.g. well-known paths
how they would appearon the local machine, such as
C:\Windows or C:\ProgramData\Application.

In orderto assistin enteringmore hard to come-by values, Application Virtualization Explorer canfill-in
those special values when selecting appropriate entry from the context-menu (accessible through

alternative mouse click):

| Insert 4 | Current user's SID !
Cut Cirle X | Package's asset direcyy | [
[P P | ooy —. 1
Editing integer values
Edit DWORD Value —n 2 ) |
Value name: :
ListMode E
1 Value data: Base !
T @ Decimal
() Hexadecimal |
’e () Binary i
i [
1 0K ] [ Cancel [
{1l
Editing binary values
Edit Binary Value (-2 [ |

Value name:

FolderHistory

Value data:

43 00 3A 00 5C 00 00 00 43 00 6F 00 6D 00 70 00 75 00
74 00 65 00 72 00 5C 00 00 00 0O 00

oK Cancel

When editinginteger—or numerical - values
(REG_DWORD and REG_QWORD), you can switch
between different number-bases using Decimal,
Hexadecimaland Binary —selections onthe edit screen.

Editing binary values (REG_BINARY, orany of the
unsupported registry types) allows adding, modification
and deleting of individual bytes.

Because of internal limitation of the App-V’'s virtual
registry implementation, Application Virtualization
Explorerisalsoonlyable tosupportup to 512 kilobytes of
binary data perone registry value.
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Virtual Services view

Virtual Service view displays all virtualized services contained in the package.

Tt WORL LA el W

Mame Description Startup Type Log On As

LHiOffice Source Engine  Saves installation files used for updates and repairs ...  Manual LocalSystem

N e

t

b — i e e sl - -
e s N ) - a— - o

" - -

Usingthis screen, virtual services can be added, edited and removed. Virtual services do not support some
of the parameters availablefor normal service, like specifying an account underwhich the virtual service is
executed butratherall virtual services are runin LocalSystem context.

Virtual services are notvery commonin App-V packages and need specifictype of executable that can be
run under Windows’ service control manager (virtualized or not). This means that any arbitrary executable
fromthe package cannotand should not be added as new virtual service.

Availableactions for virtual services

Virtual services supports following actions; accessible either from

; Create new senvice
mouse context-menu, keyboard command orthrough Action—-menu: "

mport service ...,

e Create new service Properties
Create a new virtual service using specified parameters. Delete service  Del

.

- .
-

Whenthisactionis invoked, Application Virtualization Explorer will display file selector which can
be usedto select service executable file from within the package’s internal directory.

r 5
= Select service executable from package @
B sio2ic 1]

D osguard.cp
d Microsoft Office 7 .
1) VFs Service parameters

If you want to specify parameters for the service executable,

enter them below.

0K ] [ Skip pargmeters ]
by
\

If selected service executable needs any startup parameters they can be entered or can be skipped
using Skip parameters —button in parameter query screen.

This will create new virtual service to the services list, which can then be opened for modification

gridmetric



Application Virtualization Explorer User Guide

or be renamed.

e Import service
Imports virtual service(s) based onlocally present services.

Importservice functionality can be used to create new virtual service, or multiple of services, based
on physical services available on the local machine.

-
4, Select service(s) to import as virtual &J

[] Machine Debug Manager [MDM] -
[7] Microsoft Office Groove Audit Service [Microsoft Office Groove Audit Sen
[7] Multimedia Class Scheduler [MMCSS]

[[] Windows Firewall [MpsSvc]

[] Distributed Transaction Coordinator [MSDTC]

[7] Microsoft iSCSI Initiator Service [MSiSCSI] [
[7] Windows Installer [msiserver]

SQL Server (CRM) [MS5QLSCRM]

[] Visual Studio 2008 Remote Debugger [msvsmon30]

[] Metwork Access Protection Agent [napagent]

[7] Netlegon [Netlogon]

[7] Network Connections [Metman]

[7] Network List Service [netprofm] -

Invoking this command will display list of available servicesinthe screen from which one or more
service can be selected. Application Virtualization Explorer will read in service parameters based on
selection(s) and create equivalentvirtual services.

e Properties
Shows service propertiesforediting.

Properties @
Service name: MSSQLSCRM
Display name: SQL Server (CRM)
Description: Provides storage, processing and controlled access of data and rapid

transaction processing.

Startup type: Automatic ']

Path to executable: "c\Program Files (x88)\Microsoft SQL Server\MSSQLINMSSQL\Binn\sg|

Browse package

OK ] [ Cancel ]

From the properties screen, basicnames and options for services can be changed, but no advanced
options normally found in Windows service properties are available as virtual services do not
supportcomplex services. Usually only Startup type needs to be altered to Manual or Disabled for
unnecessary services that cause long startup delay for virtual application.

If service executable needs alteration, you can use Browse package —link to show package directory
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browserforeasy executable picking.

Note that this actionis only available when only one virtual service has been selected from the list.

Delete service
Deletesvirtual service(s).

Note that thisactionis only available when one or more virtual services has been selected from the
list.
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| ¥ Virtualized System View

Application Virtualization Explorerincludes aunique

iy HKEY_LOCAL_MACHINE
-y HKEY_USERS

When selectingany entry fromthe tree, you can A st an o ot . ot
use mouse context menu, Action menu orkeyboard shortcutto jumpintothat entryin otherscreens, orin
the case of physical files, inthe real system. This enables easy way to see from where each entry s
gatheredtothe virtualized systemview.

feature for App-V package simulation sothatyou =2 Local computer j
. e i
can see how the open package would be look like E | {
. _,_, Q:\ L
when deployed to the local machine. DS54 viseakal >
-1 g Microsoft Office 4
: - VFS 4
. . . . L[ osquard.p i
Virtualized system view displays all locally present - Vindows regetry {
drivesandregistry Ina tree view, combined with all TR v 1
. . . . . -] I
the entriesdefinedin the Virtual Files & Folders e {
view and Virtual Registry. Thiswillgive aideahow o oenment b
. . . . #- Identities 4
the virtual application thatis run from the package -0 Keyboard Layout 3
. . . . +-0 Netwark
would seeits surroundings; especially important 0 Printers i
. . . . . +-Ig Software
when fully virtualized VFS directories are defined or -0 System !
&) Volatile Environment j
reg| Stry keys th at overw r‘|te Ioca I Iy pre Sent ones. Software \Microsoft\VisualStudio's.0'\ResourceEditors \PerformancelLoggingEnabled )
B

If local machine has App-V Clientinstalled, you can also browse to the virtual drive and see current
package’s directory mounted to the root of it. Note that directories and files shown undervirtual drive are
not coming from App-V Clientitself, but merely simulation based onthe opened package just likeany other
virtualized entryinit.
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Package screenin AVE Express, AVE and AVE Pro

Package contents view

When youopenupan Ap p-V i CAApp-Y Packages\App-V 3 \RTM\Google Chrome\Google Chrome.appy - Application Virtualization Explorer Professional Edit.. E@Q‘%
package, Package Package e 10
R I I h I I f W Package contents ‘ P! Virtualized system v|ew|
contents screen will show all o ¥, Contents of Google Chrome
the contentin one unified : B
=] Virtual package Package Configuration
contenttree. Advanced configuration General settings
Filesystem Package name Google Chrome
H : o Redsty Pack Goagle Chrome b
Different main levelnodes 't Integration subsystems ackage comments  Google Chrome Internet browser -
. é: Package scripts
correspond tovarious parts of = [ Vitual spplications -
th k h theint | @ Googe hrome Package bitness © 32-bit () 64-bit
€ pac age' such as einterna Deployment and publishing settings ]
fl|esy5tem, reg'stry, app|lcat|0n Dynamic configuration files @
i ntegration su bsystems and Google Chrome_DeploymentConfig.xml Remove
R . . Google Chrome_UserConfig.xml Remove
scripting; described below. .
1ons

Add new user configuration file... Add new deployment configuration file...

You can also open additional
views of selected parts of the
contenttree by right-clickingthe
node you want to open, and then

choosing “Openinnew tab”. This
way you will be able to examine the package’s contentin parallel views and slice the content the way you

want, such as concentrating on one specificregistry key in one tab.

Virtual package level

Virtual package level allows you to change main package settings, such as the name of the package and
operating system visibility.

General settings

Package name

Overall name for the package.

Package comments

Free-form comments for the package.

Package bitness

Allows changing of existing package’s internal bitness setting.

Please note that already existing package to adifferent bitness may cause unintended effects onthe client,
or renderthe package invalid, and as such the resulting package will be unsupported by Gridmetricand/or
Microsoft.
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Deploymentand publishing settings

Operating system visibility

Controls on which operating systems the resulting package will be shown. Forany OS not listed, App-V
Client will refuse to publishing the package.

Dynamic configuration files

Lists all loaded dynamicuser and deployment configuration files associated with the package. You can
remove one or more of the configuration files from the package configuration by using Remove link.

Actions

Actionsin the package configuration screen allows you to add new User or Deployment configuration files
to the package configuration.

Advanced configuration settings level

Advanced configuration settings level allows Advanced configuration settings [Google Chrome_UserConfig]
you to make advanced settings changes forthe
package. All of these settings only apply tothe

Deployment configuration

Configuration fil escontext Of the paCkager and Package will co-exist with App-V 4.6 version of the same package
you cannot change internal configuration using App-V46 packagelD  5bS0eea-ceb6-4822-blda-bfcelBabT70c

. B fil tem...
these settings. rowse filesystem
@ This package takes control of FTAs and shortcuts

) Legacy package takes control of FTAs and shortcuts

Deploymentconﬁguratlon settmgs Executables to terminate child processes for

Process termination settings not applicable to User Configuration file

Allow override of package URL through

Acti
PackageSourceRoot o

Add new path to list of child process termination

If enabled, App-V Client’s PackageSourceRoot T e G
registry setting can override this package’s
streaming URL.

Package will co-exist with App-V 4.6 version of the same package

If enabled, thereis alegacy App-V package onthe same client side-by-side, which has the same (i.e.
conflicting) file-type association and/or shortcuts as this package. When enabling this setting, you need to
define the package ID forthe legacy App-V package inorderfor5.0 Clienttointegrate with 4.6 Client
properly for package co-existence.

You can also control which one of the package will take the responsibility for FTAs and shortcuts (if
conflicting).
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Executables to terminate child processes for

Lists all the executables that, if running, will be terminated by App-V Client upon package’s virtual
environmentunload.

Actions

Actionsin the advanced configuration settings screen allow you to add new process termination paths or
change currently active configuration context.
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Filesystem level

Filesystem levelallows you to access package’sinternal file structure. App-V 5.0 packages will have all user-
defined content underdirectory called Rootinthe root of the filesystemitself. Root directory will be
mapped to package’s primary virtual application directory (PVAD) path when the package is executingon
the client.

For carrying scriptinginthe mannerthat App-V Sequencer exposesit, Application Virtualization Explorer
allows creation of scripts —folder underneath the root of the filesystem using “Add script directory”
functionality from the Filesystem —node directory. This directory can then be referenced in the script
settings using path of “[{AppvPackageRoot}]\..\scripts\”.

Additional files underfilesystem root are App-V package’s internal configuration files, and Application
Virtualization Explorer does not enable changing of those files as they are automatically generated upon
package save.

Underneath Root directo ry, Virtual package “ | Root\WVFS\Common AppData
special directory called VFS Advanced configuration Directory information

. . . . H Filesystem Name Commeon AppD:
exists. This directory contains L@l root ppDeta

. . i VES Shert name yqog3fim. 3
well-known system directories _
. A . @ | Common AppDa Subdirectories 3
that will be mapped using Virtual 2@ Common Progray Files 0 (0.0% oftotal)
Filesystem (VFS) technology on ¢ j ;‘A“"FD‘;;G | Totslfledstasize  0.0MB (00%of tota)
] rogrampFile: =
top of the existi ng filesystem tree o[ Systemi@s Filesystem virtuzlization (VFS) settings ®
ona c| |e nt & d User Pinned Virtualization level @ Merged Fully virtualized (override)
’ + d Windows Virtualized path [{Common AppData}]
Scripts
. . Local resolved path  C:\ProgramD:
From the main Filesystem —level o [Content Typeslami et eoremBata
. . . 8 AppuxBlockMap.xml
node, you can examine statistics Appianfestunt Actions
F) :
Of the package's i nte rna| ) FilesystemMetadataxml Add new directory  Export directory... Remove directory
) PackageHistory.xml Add empty file Import or replace file(s)...

filesystem and see what the
current PVAD for the package is. Additionally, you can add special Scripts —directory to the root of the
filesystem, which can be used to store package scripts.

Drilling down to the actual directories andfiles,you can see the basicfile attributes forthe files, along with

the VFS mappinginformation forthose files and directories residing under VFS structure.

Actions

Actions at the directory level allow you to add and remove new directories and files, importand export
contentforthe filesandimportand exportdirectories.

For virtualized executable files, you can additionally publish them as new virtual applications.
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Registry level

Registry level allowsyouto Virtual package REGISTRY\MACHINE\SOFTWARE\Google\Update
access package’s virtual £ Advanced configuration Resovedname  Update
ist Filesystem Virtualization settings
regls ry 6 Registry
g MACHINE Virtualization level () Merged @ Fully virtualized (override)
From the main Registry —level D SOFTWARE [] Registry key is virtualized as deleted
X Classes Registry values
node, you can examine
.. , Clients MName Type Data o
statistics of the package S G- @ Google 01 IsMSIHelperRegist.. REG_DWORD  x00000000 (0)
registry and eXpO rt or import ') Update 011 LastInstallerError REG_DWORD 000000000 (0)
. f | d . h Microsoft 011 LastlnstallerResult  REG_DWORD (00000000 (0}
regIStry les regar Ingt € MozillaPlugins ab | astlnstallerSucce... REG_SZ "[{ProgramFilesX86}]\Google\Chrome... =
whole virtual registry’s RegisteredApplicatio 01 LastQSVersion REG_BINARY ~ 1c (100 00 06 000000 01 00 00 00 b1 1d...
SYSTEM ab path REG_SZ [{ProgramFileskB6}]\Google'Update\G...
contents. g
USER ab yid REG_SZ {EF17DE0A-DI00-43D9-BF21-CED51DC2...
't Integration subsystems ab UninstallCmdline  REG_SZ "[{ProgramFiles¥86)]\Google\Update\G..,
Dr||||ng dOWn tOthe aCtua| = Package scripts . ’ ’ - -
E' ] 9 .p ) Add string  Add DWORD  Add other value type... Change deletion state
FEgIStry keyS, VOU cansee the l'J Virtual applications Edit value data... Rename value... Delete value
. . . . G Google Chrome
virtualization level settings Actions
and Vi rtual ization attri butes Add new key Remove key  Export this branch..  Import frem registry file..

for keys, along with the list of registry values associated with the key.

For registry values, you can create new values, edit, renameand delete existing ones and change the logical
deletion state (i.e. valueappearas deleted masking local value by the same name).

Actions

Actions at the registry key level allow you to add and remove new keys, and import and export content for
the selected registry branch.
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Integration subsystems level

Integration subsystems levelallows you to
add, change and configure various application
integration subsystems and related
application extensions supported by App-V
5.0 packages.

Integration subsystems, and associated
application extensions (if supported by the
subsystem) are all displayed in the
Application Virtualization Explorer based on
the configuration context selected.

This allows you to make customizationstoa
specificcontext (whetherinternal APPV file
context or some dynamic configuration file).

Note that not all of the integration
subsystems necessarily supportall the
functionalityin all contexts, butyou can

individually enable and disable the whole subsystem in specific configuration

Virtual package

Advanced configuration

B

3 &

i

context using the integration subsystem’s mainlevel.

File associations integration subsystem [APPV file]

Subsystem information

File type extensions 5

Subsystem configuration state

Filesystem
Registry
Integration subsysterns

ol .
\.é’ ActiveX controls

@ Application capabilities
Application paths
c,; Browser plugins
0l com
' Environment variables
"y, File associations
ahk. Fonts
! Object isolation exclusions
Services
:" Shell extensions
~  shortcuts
* Software clients
Y SxS Assemblies
i URL Protocel handlers
Virtual filesystem
6 Virtual registry
27 Virtual shell

. Package scripts

1 .
L’! ActiveX contrels

@ Application capabilities

,‘-mE Application paths

q Browser plugins
T COM Entries
a Environment variables
"y File-type associations
abc Fonts
" Object exclusions
Services
a Shell extensions
™ Shortcuts
* Software clients
Y Side-by-side assemblies
i URL Protocols
Virtual filesystem
6 Virtual registry

£ Virtual shell

Integration subsystems & extensions

0 internal extensions

0 internal extensions

19 internal extensions

0 internal extensions

0 internal extensions

1 internal extensions

0 internal extensions

16 internal extensions

0 internal extensions

0 internal extensions

0 internal extensions

4 internal extensions

0 internal extensions

0 internal extensions

0 internal extensions

Dependingon subsystem, you can also add
new application extensions to a specific
context. Please note that Application
Virtualization Explorer does not currently
@ supportaddingor editingof all types of

APPV file has file associations subsystem enabled Disable subsystem
Google Chrome_DeploymentConfig has file associations subsystern disal Enable subsystem

Google Chrome_UserConfig has file associations subsystem enabled Disable subsystem

Actions
Add new file association...
Reset extensions to internal configuration

Change configuration context...

application extensions supported by App-V
5.0 packages.

In case of adding new extensiontothe
internal configuration (i.e. tothe APPV file
directly), the new extension will
automatically be copied tothe all loaded
configurationfilesas well.

If you edit application extensions, edits made while in internal configuration context will be reflected to all

otherconfiguration contexts that have the same extension, while changes done to an application extension

in context of configuration file will only be visible to that context.
This allows you to customize configuration files without reflecting changes into any other configurationfile,
but still having possibility to make changes globally to all configuration contexts.
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While having aspecificextension
selected, you canalsoadd or remove
that same extension across all
configuration contexts by usingthe
Publishing settings forthe extension.

Publishingthe extensionto another
configuration context simply means
addingthe extension, and unpublishing
it means removingthe extension. In
the extension configuration screen, you
can see in which contexts the currently
selected extensionis active by looking
at the listunderPublishing settings —
section.

@ xhtml| [APPV file]

File extension seftings
File extension xhtml
Content type
Perceived type
Linked ProglD Chrome HTML Document (ChromeHTML)

Open with

Advanced seftings

Publishing settings

APPV file publishes file extension

]
@

Unpublish

Google Chrome_DeploymentConfig has file associations subsystemn disal Activate subsystem

Google Chrome_UserConfig publishes file extension

Actions
Remove file extension

Change configuration context...

Unpublish
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Package scripts level

Package scripts allows you to add, edit and remove App-V package scripts eitherinsidethe APPV file or
inside aspecific configurationfile.

While havingthe scriptselected, you Run program ([{System}]\cmd.exe) [APPV file]
can change various scripting Basic execution seftings
paramete rs. Script is executed in in machine context @ in user context
Script is executed when | virtual application is started -
App_v 50 package Scri pts are run V| and it runs inside the virtual environment

| and App-V Client waits for completion

eitherinthe machine orusercontext, _ . .
and App-V event is rolled back if script fails
and dependi ng on the SeIeCted ConteXt, Executable to run Ch\Windows\system32\cmd.exe

not a” of the t| ml ng trlgge rs are /| Do not use encoded executable paths

Parameters

possible toselect.
Additional execution settings -]

Furthermore, only whenvirtual feitarz

Remove script

environmentorapplicationisstartedit
is possible to runanythinginside the virtual environment.

For selected timingtriggers, under Additional execution settings, itis possible to specify virtual application
published from the package thatthe scriptrelatestoand App-V Client won’t execute the scriptunlessitis
that specificapplication thatis being started or stopped.

Please note: due to technical restrictions of scripting in App-V 5, only one kind of each execution trigger can
be had in oneindividual package (i.e. one script for package publishing, one script forvirtual environment
startetc.)!

Please note: due to technical restrictions of scripting in App-V 5, user-context scripts will only be executed

fordomain accounts and not forlocal accounts!

Actions

Actions at the package scripts level allows you to add new internal scripts or external (configuration file —
based) scripts.

Actions at the scriptlevel allow you to remove scriptfromthe package.
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Virtual applications level

Virtual application level lists all the virtual applications that are published from the package.

individualapplication allows you to change its settings.

For virtual applications, the ability to change
some settings depends on the configuration
contextinuse. For example, the executable being
started can only be set inthe package’sinternal

context, while the display name forthe

application can be customizedin configuration

file contextorininternal contextboth.

To rename an application, oritsversion, clickon
the name and version fields directly to enable

editing.

Unlike for most application extensions,

configuration files cannot define new applications
or remove existing virtual applications directly.
But you can enable and disable pre-existing
virtual applications defined in the internal context

using configuration file context.

9 Steam 2.81.34.6 [APPV file]
2

Application common settings
Application name Steam
Application version 281346

Start program [{ProgramFilesX86 ]\ Steam'\ Steam. exe
Browse package...

Description
Application shortcuts

@ Stearmn te [{Common Desktop}]

9 Steam to [{Common Programs}]\Steam

File associations
Application scripts
Application paths
Publishing settings

Actions
Add new shortcut  Add new association  Add script..  Add AppPath
Change application icon... Remove application

Change configuration context...

Selectingan

@

Remove

Remove

¢ 0 0 ©

Viewingindividual virtual application also lists all those application extensions which are directly linked with
the applicationinthe currently selected configuration context. Forthose extensions, you can remove
extensions directly fromthe virtual application view and this has the same effect as goinginto extension

itself,and removingitfromthere.

Actions

Actions at the application level allow you to change application’sicon, add new shortcuts, file-extensions,

AppPath -settings and scripts for the application.

You can alsoremove virtual application and change the currently active configuration context.
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Other functionality in AVE and AVE Pro

Processing automation

Using processing automation, you can execute pre-defined processing automation files against currently
opened package in Application Virtualization Explorer.

These automation files (written in plain-text) can make content modifications to the package, allowingto
for example cleanup of known artifacts, adding corporate-standard new content for each package etc.
Please see the example processing automation files supplied with yourinstallation for syntax of the files.

You can access processing automation from Tools —menu, using Run processing automation —command.
Expanding package to local system

Justlike the Sequencer, Application Virtualization Exploreris able to expand currently opened package to
the local system. Expandingin this context means placing all virtual registry and virtual filesystem contents
to the locations they would appearin when virtual package is executing on the client. This allows you to
extract pre-requisites packages to the packaging machine asif they were originally created on that
machine.

Unlike the Sequencer, with Application Virtualization Explorer’s package expansion you have some degree
of control over how the resource expansionis handled. An example of thisis allowing filtering of target
directoriesandregistry branches so that any content destined to those location will be skipped during
extraction, allowing you to extract content selectively, orfor electing to translate 32-bit registry entries to
Wow64 branch of the registry if expanding 32-bit packages on 64-bit system.

You can access processing automation from Tools —menu, using Expand package to local system—
command.

Please note that package expansion feature at this time does not re-create application shortcutsto the
system (unlessthey have been captured directly as .Ink files inside the package). This feature also does NOT
guarantee thatthe expanded application(s) will run successfully after expansion; there is no attempt of
trying to do actual virtualization that running the package under App-V Client would perform to ensure
portability.

Warning: Expanding package content without any target path filtering, or using options to clear out
target directories/registry keys if Overwrite —attribute is set for virtual resources, can render the local
systemin unexpected state if the App-V package carries extra contentthat is related to Windows’ and/or
its components operation!
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Automatic App-V package creation for AVE

From the Help—menu, you can automatically generate App-V package forthe Application Virtualization
Exploreritself.

This package has special configuration appliestoitto ensure AVE canrun inside virtual environment,

namely the virtual registry is disabled by the policy soyou do need to use either Dynamic Deployment or
User Configuration files supplied.

Please note that the resulting package will not have any licensing information embedded and you will need
to normally enterlicense key for AVE on each individual machine the package isrunon.
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Plugin functionality in AVE Pro Classic

Application Virtualization Explorer ships with additional functionality thatis implemented as plugins and
can be installed or left out frominstallation at will.

At the time of this release, following plugins ship with Application Virtualization Explorer:

Dynamic Suiting Code Snipping Tool

This plugin adds functionality into Tools —menu, which enables easy copying of CODEBASE —element
needed when package is linked using App-V’'s DynamicSuiting (DSC).

Virtual object exclusion editor

This plugin adds functionality into Tools —-menu, which enables editing of virtual object exclusion entries
stored directlyinsidethe package.

Local import of package

This plugin adds functionality into File—menu, which enables local importation of the opened App-V
package intolocallyinstalled App-V Client. Please note that the setting for App-V Client must allow addition
of new virtual applications and import operation of the SFT file, at minimum, as well as have virtual
application usage without central authorization enabled.

Viewer for changed and added virtual files

This plugin adds functionality into Tools -menu, which enables examination of all virtual files lastadded or
changed during specificversion of the package save history.

Resources on the web

This plugin adds additional entries into Help —menu collecting popular Microsoft —official and community —
based resources (forums, documentation, blogs and tools) which can be launched directly from the
Application Virtualization Explorer.
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Variable viewer

This pluginadds variable viewerinto Tools —-menu, which enables inspection of intermediate value
mappings as currently in effect for Application Virtualization Explorer on the present machine (e.g.
%SFT_SID% translating to current user’s SID).

Package version comment log viewer

This pluginadds version commentlogviewerinto Tools -menu, which enables review of all the comments

made during package saving from Application Virtualization Explorer. Note thatin orderto package to
include any save version comments, you must enable saving of extended history —optionin Application
Virtualization Explorer as well as supplying version comments during the package save operation.

Local expansion of the package

This plugin adds functionality into Tools -menu, which enables expansion of the currently loaded package
to the local machine. Package expand —functionality is similarto that which can be found from the new
App-V Sequencerversions.

The plugin will extract all virtual files and virtual registry entries to the local system, inthe respective
locations like they would appearif run virtualized. While the expansion plugin will try to map all location
and otherreferences correctly forthe local machine during expansion process, it should be noted that
expansion's end result does not necessarily run (at all) orappear correctly installed in all possible scenarios.

Please note thatis not recommended to expand packages on primary production machines, expanded
entries can overwrite important systemfiles orregistry entries if the virtual application package contains
any such resources and they are not locked by operating system or otherapplications.

For best possible expansion outcome, please run Application Virtualization Explorer as an administratorto
allow expansion process to have full control to various file system and registry locations.
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Administrative templates

Application Virtualization Explorer ships with administrative templates (ADMand AMDX versions) that can
beinstalled orleft out frominstallation at will.

These administrative templates can be used with Active Directory’s Group Policies to centrally control

overall optionsin Application Virtualization Explorer as well as disable functionality, such as saving the
packages.

Both traditional ADM—style template and newer ADMX/ADML —style templates contains true managed
policy settings which Application Virtualization Explorer will observe over possible settingsin the user’s
registry. Both machine and user—based targetingis supported, machine policies taking precedence over
user policies.
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Troubleshooting

Technical support and product upgrades

Application Virtualization Explorer Professional license price includes one year maintenance period, which
will startfromthe day of license purchase.

Duringthis period, you will have accessto email based technical support at support@gridmetric.com for
any questions orissuesyou may encounterforyour product usage.

As a licensed user, you have access to Gridmetric Customer Portal at https://secure.gridmetric.com/ . This
portalis the distribution point for possible product upgrades, which you can freely access during
maintenance period. Afterthe period has ended, you will continueto have access to mostrecent version of
Application Virtualization Explorer released at the time maintenance expired.
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Appendix A - License

Application Virtualization Explorer

SOFTWARE LICENSE AGREEMENT

Application Virtualization Explorer Express, Application Virtualization Explorerand Application
Virtualization Explorer Professional (collectively hereinafter “SOFTWARE”)

Thisis a legal agreement between the buyer (hereinafter “Licensee”) and GridMetric Oy (hereinafter
"GridMetric", “Gridmetric” or “Licensor”).

1. GRANT OF LICENSE
1.1 GENERAL

The Licensorhereby grants to the Licensee a non-exclusive and non-assignable license subject tothe terms
and condition hereaftersetforth to use the SOFTWARE.

The Licensee acknowledges that the SOFTWARE and thereto related technical information and know how
provided hereunderare valuable and proprietary to the Licensor.

The Licensee has no right to use the technical information orknow how forany purpose otherthan
purposes permitted underthis Agreement.

The Licensee shall have norightto grant any sublicensesinrespect of the rights granted under this
Agreementwithout the prior written consent of the Licensor.

The Licensee shall notassignits rights orobligations underthis Agreement to a third party or otherwise
dispose of or deal with those rights or obligations exceptto the extent permitted underthis Agreement.

SOFTWAREincludes aPersonal License.
1.2 PERSONALLICENSE

The Personal License isforone person onlyandis non-transferable. If the license is purchased by alegal
entity, the Personal license must be assigned to one person within that entity. The license allows installing
of the SOFTWARE on two computers. The license doesn’tallow usingthe SOFTWARE as a part of an
automated service.

1.3 HARDWARE LICENSE

The Hardware License allows installing of the SOFTWARE on two computers. Howeverthe license doesn’t
allow usingthe SOFTWARE simultaneously on both computers. The licensedoesn’tallow SOFTWARE to be
usedina mannerwherein concurrent usage of the SOFTWARE is possible by amultiple persons such as, but
not limited to, Terminal Server computer. The licensedoesn’t allow usingthe SOFTWARE as a part of an
automated service.
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1.4 MULTI-USER HARDWARE LICENSE

The Multi-User Hardware License allows the SOFTWARE to be installed on one computeronlyandisnon-
transferable. The license allows concurrent usage of the SOFTWARE in the computershared by multiple
simultaneous user sessions such as, but not limited to, Terminal Server or Remote Desktop Session Host
server. The license doesn’tallowusing the SOFTWARE as a part of an automated service.

1.5 OTHER LICENSES

GridMetric may grant also othertypes of licenses upon GridMetric’s discretion.

2. COPYRIGHT

The SOFTWARE is owned by GridMetricand is proprietary in nature. The SOFTWARE is protected by Finnish
copyrightlaw as well as copyright laws of United States and international treaty provisions.

3. OTHER RESTRICTIONS

You may notrent, lease, sublicense, loan, copy, modify, adapt, merge ortranslate the SOFTWARE unless
expressly allowed according to the license acquired. You may not reverse engineer, decompile or
disassemble the SOFTWARE unless expressly allowed according to the license acquired.

4. LIMITED WARRANTY

GridMetric may grant a warranty inthe SOFTWARE if itis expressly stated so. Otherwise the SOFTWARE has
no warranty.

To the maximum extent permitted by applicablelaw, GridMetricand its distributors exclude express or
implied warranties of any kind, including without limitation, merchantability or fitness fora particular
purpose with regard to the SOFTWARE and/or the accompanying written materials.

5. LIMITATION OF LIABILITY

In no eventshall GridMetricor its distributors be liable forany damages whatsoever (including without
limitation, damages for loss of business profits, business interruption, loss of business information, orany
other pecuniary loss) arising out of the use of or inability to use the product of GridMetric, evenif
GridMetrichas been advised of the possibility of such damages.

GridMetric's cumulative liability to you or any other party for any loss or damages resulting from any
claims, demands, oractions arising out of or relating to this software license agreement shall not exceed
the license fee paid to GridMetricforthe use of the SOFTWARE.
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6. CUSTOMER REMEDIES

GridMetricand its distributors'entire liabilityand your exclusive remedy shall be, at GridMetric's option,
either(a) return of the price paid or (b) repairor replacement of the SOFTWARE that does not meet
GridMetric's Limited Warranty and that is returned to GridMetric's distributor with a copy of the receipt.
This Limited Warranty is void if failure of the SOFTWARE has resulted from accident, abuse, or
misapplication.

7. TERM

This software license agreement shall be effective until you terminate it by destroyingthe SOFTWARE and
its documentation togetherwith all copies. It shall also terminate if you fail to abide its terms. Upon
termination you agree to destroy all copies of the SOFTWARE and its documentationincludingany
SOFTWARE stored on the hard disk of any computer underyour control.

8. APPLICABLE LAW

This software license agreement shall be governed by Finnish law and the sole legal venue shall be Helsinki,
Finland.
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Appendix B - 3rd party licenses
WiX Deployment Tools Foundation

Common Public License Version 1.0

THE ACCOMPANYING PROGRAMIS PROVIDED UNDER THE TERMS OF THIS COMMON PUBLIC LICENSE
("AGREEMENT"). ANY USE, REPRODUCTION OR DISTRIBUTION OF THE PROGRAM CONSTITUTES
RECIPIENT'S ACCEPTANCE OF THIS AGREEMENT.

1. DEFINITIONS
"Contribution" means:

a) inthe case of the initial Contributor, the initial code and documentation distributed underthis
Agreement, and

b) in the case of each subsequent Contributor:
i) changesto the Program, and
ii) additions to the Program;

where such changes and/oradditions to the Program originate from and are distributed by that particular
Contributor. A Contribution 'originates' from a Contributorif it was added to the Program by such
Contributoritself oranyone acting on such Contributor's behalf. Contributions do notinclude additions to
the Program which: (i) are separate modules of software distributed in conjunction with the Program under
theirown license agreement, and (ii) are not derivative works of the Program.

"Contributor" means any person or entity that distributes the Program.

"Licensed Patents " mean patent claims licensable by a Contributor which are necessarily infringed by the
use or sale of its Contribution alone or when combined with the Program.

"Program" meansthe Contributions distributed in accordance with this Agreement.

"Recipient" means anyonewho receives the Program underthis Agreement, including all Contributors.

2. GRANT OF RIGHTS

a) Subjectto the terms of this Agreement, each Contributor hereby grants Recipientanon-exclusive,
worldwide, royalty-free copyright license to reproduce, prepare derivative works of, publicly display,
publicly perform, distribute and sublicense the Contribution of such Contributor, if any, and such derivative
works, insource code and object code form.
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b) Subjectto the terms of this Agreement, each Contributor hereby grants Recipienta non-exclusive,
worldwide, royalty-free patentlicense under Licensed Patents to make, use, sell, offerto sell, importand
otherwise transferthe Contribution of such Contributor, if any, in source code and object code form. This
patentlicense shall apply to the combination of the Contribution and the Programiif, at the time the
Contributionisadded by the Contributor, such addition of the Contribution causes such combination to be
covered by the Licensed Patents. The patentlicense shallnotapply to any other combinations which
include the Contribution. No hardware perseislicensed hereunder.

c) Recipientunderstands that although each Contributor grants the licensestoits Contributions set forth
herein, no assurances are provided by any Contributorthat the Program does not infringe the patentor
otherintellectual property rights of any other entity. Each Contributor disclaims any liability to Recipient for
claims brought by any otherentity based oninfringement of intellectual property rights or otherwise. Asa
condition to exercising the rightsand licenses granted hereunder, each Recipient hereby assumes sole
responsibility to secure any otherintellectual property rights needed, if any. Forexample, if a third party
patentlicenseisrequiredto allow Recipienttodistribute the Program, itis Recipient's responsibility to
acquire that license before distributing the Program.

d) Each Contributorrepresentsthattoits knowledge it has sufficient copyrightrightsinits Contribution, if
any, to grant the copyrightlicense setforth in this Agreement.

3. REQUIREMENTS

A Contributor may choose to distribute the Program in object code form underits own license agreement,
provided that:

a) itcomplies with the terms and conditions of this Agreement; and
b)its license agreement:

i) effectively disclaims on behalf of all Contributors all warranties and conditions, express and implied,
including warranties or conditions of title and non-infringement, and implied warranties or conditions of
merchantability and fitness fora particular purpose;

ii) effectively excludes on behalfof all Contributors all liability for damages, including direct, indirect,
special, incidental and consequential damages, such as lost profits;

iii) states thatany provisions which differ from this Agreement are offered by that Contributoralone and
not by any other party; and

iv) states that source code for the Programis available from such Contributor, and informs licensees how to
obtainitin a reasonable manneron orthrough a medium customarily used for software exchange.

When the Program is made available in source code form:

a) itmust be made available underthis Agreement; and
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b) a copy of this Agreement must be included with each copy of the Program.
Contributors may notremove or alterany copyright notices contained within the Program.

Each Contributor mustidentifyitselfas the originator of its Contribution, if any, inamannerthat
reasonably allows subsequent Recipients to identify the originator of the Contribution.

4. COMMERCIAL DISTRIBUTION

Commercial distributors of software may accept certain responsibilities with respect to end users, business
partnersand the like. While thislicenseisintended to facilitate the commercial use of the Program, the
Contributorwhoincludesthe Programinacommercial product offering should dosoina mannerwhich
does notcreate potential liabilityfor other Contributors. Therefore, if a Contributorincludes the Programin
a commercial product offering, such Contributor ("Commercial Contributor")hereby agreesto defend and
indemnify every other Contributor ("Indemnified Contributor") against any losses, damages and costs
(collectively "Losses") arising from claims, lawsuits and otherlegal actions brought by a third party against
the Indemnified Contributorto the extent caused by the acts or omissions of such Commercial Contributor
in connection withits distribution of the Programin a commercial product offering. The obligationsin this
sectiondo not apply to any claims or Losses relating to any actual or alleged intellectual property
infringement. In orderto qualify, an Indemnified Contributor must: a) promptly notify the Commercial
Contributorinwriting of such claim, and b) allow the Commercial Contributorto control, and cooperate
with the Commercial Contributorin, the defense and any related settlement negotiations. The Indemnified
Contributor may participate inany such claimat its own expense.

For example, a Contributor mightinclude the Programinacommercial product offering, Product X. That
Contributoristhena Commercial Contributor. If that Commercial Contributor then makes performance
claims, or offers warranties related to Product X, those performance claims and warrantiesare such
Commercial Contributor's responsibility alone. Under this section, the Commercial Contributor would have
to defend claims against the other Contributors related to those performance claims and warranties, and if
a court requires any other Contributorto pay any damages as a result, the Commercial Contributor must
pay those damages.

5. NO WARRANTY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, THE PROGRAM IS PROVIDED ON AN "AS IS" BASIS,
WITHOUT WARRANTIES ORCONDITIONS OF ANYKIND, EITHER EXPRESS OR IMPLIED INCLUDING, WITHOUT
LIMITATION, ANY WARRANTIES OR CONDITIONS OF TITLE, NON-INFRINGEMENT, MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE. Each Recipientis solely responsible for determiningthe
appropriateness of usingand distributing the Program and assumes all risks associated with its exercise of
rights underthis Agreement, including but not limited to the risks and costs of program errors, compliance
with applicable laws, damage to orloss of data, programs or equipment, and unavailability orinterruption
of operations.
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6. DISCLAIMER OF LIABILITY

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, NEITHER RECIPIENTNOR ANY CONTRIBUTORS
SHALL HApplication Virtualization Explorer ANY LIABILITY FORANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING WITHOUT LIMITATION LOST PROFITS), HOWEVER
CAUSED ANDON ANYTHEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OR DISTRIBUTION OF THE
PROGRAM OR THE EXERCISE OF ANY RIGHTS GRANTED HEREUNDER, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

7. GENERAL

If any provision of this Agreementisinvalid orunenforceable underapplicablelaw, it shall not affectthe
validity orenforceability of the remainder of the terms of this Agreement, and without furtheraction by
the parties hereto, such provision shall be reformed to the minimum extent necessary to make such
provisionvalid and enforceable.

If Recipientinstitutes patentlitigation against a Contributor with respectto a patentapplicable to software
(including a cross-claim or counterclaimin alawsuit), then any patent licenses granted by that Contributor
to such Recipientunderthis Agreement shallterminate as of the date such litigation s filed. In addition, if
Recipientinstitutes patent litigation against any entity (including a cross-claim or counterclaimin alawsuit)
allegingthatthe Programitself (excluding combinations of the Program with other software or hardware)
infringes such Recipient's patent(s), then such Recipient's rights granted under Section 2(b) shall terminate
as of the date such litigationisfiled.

All Recipient'srights underthis Agreement shallterminate if it fails to comply with any of the material
terms or conditions of this Agreement and does not cure such failure inareasonable period of time after
becomingaware of such noncompliance. If all Recipient's rights underthis Agreement terminate, Recipient
agreesto cease use and distribution of the Program as soon as reasonably practicable. However,
Recipient's obligations under this Agreement and any licenses granted by Recipient relating to the Program
shall continue and survive.

Everyoneis permittedto copy and distribute copies of this Agreement, butin orderto avoidinconsistency
the Agreementis copyrighted and may only be modifiedin the following manner. The Agreement Steward
reservesthe rightto publish new versions (including revisions) of this Agreement from time totime. N o one
otherthan the Agreement Steward has the right to modify this Agreement. IBMis the initial Agreement
Steward. IBM may assign the responsibility to serve as the Agreement Steward to a suitable separate
entity. Each new version of the Agreement will be given adistinguishing version number. The Program
(including Contributions) may always be distributed subject to the version of the Agreement under whichit
was received. Inaddition, aftera new version of the Agreementis published, Contributor may el ect to
distribute the Program (includingits Contributions)underthe new version. Except as expressly stated in
Sections 2(a) and 2(b) above, Recipientreceives norights orlicensestothe intellectual property of any
Contributorunderthis Agreement, whether expressly, by implication, estoppel or otherwise. All rightsin
the Program notexpressly granted underthis Agreement are reserved.
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This Agreementis governed by the laws of the State of New York and the intellectual property laws of the
United States of America. No party to this Agreementwill bringalegal action under this Agreement more

than one year afterthe cause of action arose. Each party waivesitsrightstoa jury trial inany resulting
litigation.
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